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cssanmvnncLrriumsuciian  Gertain versions of Exchange Server from Microsoft contain the
' following vulnerability:

Microsoft Exchange Server Remote Code Execution Vulnerability This
CVE ID is unique from CVE-2021-26412, CVE-2021-26854, CVE-
2021-26857, CVE-2021-26858, CVE-2021-27065, CVE-2021-27078.

CVE-2021-26855 has been assigned by g¥ secure@microsoft.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Security Update Guide - Microsoft Security [ Patch | MISC portal.msrc.microsoft.com/en-US/security-
Response Center guidance/advisory/CVE-2021-26855

portal.msrc.microsoft.com
text/html



https://cve.report/
https://cve.report/CVE-2021-26855/mitre
https://cve.report/CVE-2021-26855/nist
https://cve.report/CVE-2021-26855/cve_org
https://cve.report/CVE-2021-26855.pdf
http://cve.report/software/microsoft/exchange_server
http://cve.report/vendor/microsoft
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26855

Microsoft Exchange 2019 Unauthenticated [8 MISC packetstormsecurity.com/files/162610/Microsoft-
Email Download = Packet Storm Exchange-2019-Unauthenticated-Email-Download.html

Exchange-ProxyLogon-Collector.html

Microsoft Exchange 2019 SSRF / Arbitrary File [8 MISC packetstormsecurity.com/files/161846/Microsoft-
Write = Packet Storm

I
Packet Storm
I

Microsoft Exchange ProxyLogon Collector ~ 8 MISC packetstormsecurity.com/files/162736/Microsoft-
Exchange-2019-SSRF-Arbitrary-File-Write.html

Microsoft Exchange ProxyLogon Remote Code 8 MISC packetstormsecurity.com/files/161938/Microsoft-
Execution ~ Packet Storm Exchange-ProxyLogon-Remote-Code-Execution.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

PoC for CVE-2021-26855 -Just a checker-

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Exchange Server 2013 cumulative_update_21 All All
Application Microsoft Exchange Server 2013 cumulative_update_22 All All
Application Microsoft Exchange Server 2013 cumulative_update_23 All All
Application Microsoft Exchange Server 2016 cumulative_update_10 All All
Application Microsoft Exchange Server 2016 cumulative_update_11 All All
Application Microsoft Exchange Server 2016 cumulative_update_12 All All
Application Microsoft Exchange Server 2016 cumulative_update_13 All All
Application Microsoft Exchange Server 2016 cumulative_update_14 All All
Application Microsoft Exchange Server 2016 cumulative_update_15 All All
Application Microsoft Exchange Server 2016 cumulative_update_16 All All
Application Microsoft Exchange Server 2016 cumulative_update_17 All All
Application Microsoft Exchange Server 2016 cumulative_update_18 All All
Application Microsoft Exchange Server 2016 cumulative_update_19 All All
Application Microsoft Exchange Server 2016 cumulative_update_8 All All
Application Microsoft Exchange Server 2016 cumulative_update_9 All All
Application Microsoft Exchange Server 2019 - All All
Application Microsoft Exchange Server 2019 cumulative_update_1 All All
Application Microsoft Exchange Server 2019 cumulative_update_2 All All
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Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2013
Application Microsoft Exchange Server 2016
Application Microsoft Exchange Server 2016
Application Microsoft Exchange Server 2019
Application Microsoft Exchange Server 2019

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_21

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_22

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_23

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_11

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_12

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_13

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_14

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_16

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_17

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_18

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_19

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_1:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_2:

Gululauve_upudie_o
cumulative_update_4
cumulative_update_5
cumulative_update_6
cumulative_update_7
cumulative_update_8
cumulative_update_23
cumulative_update_18
cumulative_update_19
cumulative_update_7
cumulative_update_8
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cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_18:*:*:*:*:*:*:

akLk LKLk Lk Lk,

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_19:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_8:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Title

Mass scanning activity detected from 45.142.28.5 (Flag of Israel) checking for Microsoft
Exchange servers vulnerable to CVE-2021-26855

#ProxyLogon #MicrosoftExchange vulnerability CVE-2021-26855: The @Keysight ATI team
examines the vulnerability that... twitter.com/i/web/status/1...

The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 16 times.
twitter.com/KeysightNAS/st... #pow1rirtwwcve

CVE-2021-26855 [SSRF] + CVE-2021-27065 [Arbitrary File Write] =>> Exchange Unauth
GetWebShell... twitter.com/i/web/status/1...

a functional exploit of CVE-2021-26855 to download emails from mailboxes on OWA
instances gitlab.com/gvillegas/ohwa...

Dear RedTeam & BlueTeam, If you missed out on CVE-2021-26855 due to GitHub removing
it you can download a copy of... twitter.com/i/web/status/1...

#Microsoft #Exchange La vulnerabilita CVE-2021-26855 altera due dei tre parametri RID,
ovvero quello di riservatezz... twitter.com/i/web/status/1...

The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 17 times.
twitter.com/3XS0/status/13... #pow1rtrtwwcve

MetaSploit - Hafnium ProxyLogon Honeypot on NODE.JS ( CVE-2021-26855) Exploit
#microsoft #msexchange #exploit... twitter.com/i/web/status/1...

MS Exchange ProxyLogon Vulnerability CVE-2021-26855 #ITSecurity bit.ly/3ugGvWr
https://t.co/AKK5SHPT2DF

MetaSploit - Hafnium ProxyLogon Honeypot on NODE.JS ( CVE-2021-26855) Exploit
#microsoft #msexchange #exploit... twitter.com/i/web/status/1...

The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/Ronin29683010/... #pow1rtrtwwcve

Metasploit Hafnium - Proxylogon Honeypot | Microsoft Exchange CVE-2021-26855

#mirrnanft #meavrhanne #aynlnit  twitter com/iinah/atatiie/1
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https://gitlab.com/gvillegas/ohwaa/?fbclid=IwAR3sIpWoTysUAE5-IkEUyd-kM7nPA3KpaB9c2S7UFHVdsB0Z-_7WoF00xRA
https://twitter.com/i/web/status/1378137461893820416
https://twitter.com/i/web/status/1378160432804941826
https://twitter.com/3XS0/status/1378137159216037888
https://twitter.com/i/web/status/1378930251003138050
https://bit.ly/3ugGvWr
https://twitter.com/i/web/status/1379234691807506432
https://twitter.com/Ronin29683010/status/1379234691807506432
https://twitter.com/i/web/status/1379985661134925825
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@ITnan_ru
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@TrendingGolang

@mindspoof

@1ZRR4H

@DreamlabGilobal

@ijustin_lister

@Keysight_UK

@jukubird

@xxdesmus

@foxbook

@HudsonCIO

@papa_anniekey

@hogehuga

@ido_cohen2

@niiconsulting

@tahillco

@THB_STX

@CyberSecDN

@RecordedFuture
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Oxota Ha aTaku MS Exchange. YacTtb 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857) ift.tt/20whnvN https://t.co/lyYFJfcs4TC

Oxota Ha ataku MS Exchange. YacTtb 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857) ift.tt/20whnvN

Oxota Ha aTaku MS Exchange. YacTb 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857): itnan.ru/p/?p=1551228 https://t.co/O9WoLcPiDn

Protecting against recently disclosed Microsoft Exchange Server vulnerabilities: CVE-2021-
26855, CVE-2021-26857, CV... twitter.com/i/web/status/1...

h4x0r-dz / CVE-2021-26855 github.com/h4x0r-dz/CVE-2... #golang

TUum dinyadaki Microsoft Exchange sunucularini etkileyen CVE-2021-26855 ve CVE-2021-
27065 zafiyetlerini iceren senar... twitter.com/i/web/status/1...

Banco en Latinoamérica lleva méas de 1 mes comprometido via #ProxyLogon CVE-2021-
26855. Es demasiada negligencia! s... twitter.com/i/web/status/1...

@suleimanmahmoud, Javier Perez and Sinan Sekerci take us through the exploitation chain
of CVE-2021-26855 and CVE-... twitter.com/i/web/status/1...

Mar - ? 0 ? CVE-2021-26855 Unsafe Pickerel @orange_8361 CVE-2021-26857 Lifeless Rob
@Dubex #MSTIC CVE-2021-26858 Ti... twitter.com/i/web/status/1...

A look at the ProxyLogon Microsoft Exchange vulnerability (CVE-2021-26855).
ow.ly/10KK50EsSCAQ... twitter.com/i/web/status/1...

Hunting Down MS Exchange Attacks. Part 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857) bi-zone.medium.com/hunting-down-m...

Microsoft Exchange Vulnerability (CVE-2021-26855) Scan Analysis
blog.netlab.360.com/microsoft-exch...

1. Microsoft Exchange MAE551E : CVE-2021-26855, CVE-2021-26857, CVE-2021-26858,
B K UVCVE-2021-27065 2.7 # —F 14 & v ~FortiGateSSL VPN...
twitter.com/i/web/status/1...

Citrix #WAF updated signatures to mitigate the CVE-2021-26855 vulnerability #Microsoft
announced in March. Get prot... twitter.com/i/web/status/1...

CVE-2021-26855T 9 12 twitter.com/ExploitDB/stat...

Microsoft Exchange 2019 Unauthenticated Email DownloadPoCH AR S hic L ST,
CVE-2021-26855A"%% 3 L. 2021/03ICEHIFH T3 AN T S, msrc.microsoft.com/update-
guidef/j...

? #Exchange Unauthenticated Email Download #Exploit got published on #0day today (CVE-
2021-26855) ? #Cyber... twitter.com/i/web/status/1...

10 Exploits Cybersecurity Professionals are Concerned About 1. Microsoft Exchange
Vulnerabilities: CVE-2021-26855,... twitter.com/i/web/status/1...

Citrix #WAF updated signatures to mitigate the CVE-2021-26855 vulnerability #Microsoft
announced in March. Get prot... twitter.com/i/web/status/1...

If you want a POC in @nim_lang for #Proxylogon (CVE-2021-26855), @
one 1 day ago. Thanks pal!... twitter.com/i/web/status/1...

~_t0_ made this

Critical Microsoft Exchange flaw: What is CVE-2021-268557 - cybersecdn.com/?p=4811
#cybersecurity #infosec https://t.co/ekh4sPZr9y

First up is CVE-2021-26855, arguably the most infamous vulnerability of 2021. Microsoft
announced this as a 0-day v... twitter.com/i/web/status/1...
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https://blog.netlab.360.com/microsoft-exchange-vulnerability-cve-2021-26855-scan-analysis-3/
https://twitter.com/i/web/status/1389905470597390337
https://twitter.com/i/web/status/1391778639205871617
https://twitter.com/ExploitDB/status/1394575498638815236
https://msrc.microsoft.com/update-guide/ja-JP/vulnerability/CVE-2021-26855
https://twitter.com/i/web/status/1394908811769651202
https://twitter.com/i/web/status/1395373970988277764
https://twitter.com/i/web/status/1397006021848092674
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CVE-2021-26855: Microsoft Exchange Server-Side Request Forgery | 0-days In-the-Wild
aeternusmalus.wordpress.com/2021/07/15/cve...

FAYH HEZMOY A /)I\—KE "THhHEYFEER, DRSS
Zwwwa3.nhk.or.jp/news/html/2021... 3B ¥ DCVE-2021-268551th, ZHEDSUNBURSTEH
EAEENLTL\ e U, FENSHERICSF 31 /)\—1F... twitter.com/i/web/status/1...

In italia abbiamo ancora 400 server che sono tutt'oggi vulnerabili a CVE-2021-26855 e
compagnia. Un attacco la cui... twitter.com/i/web/status/1...

Proxylogon PoC | CVE-2021-26855 PoC youtu.be/xJ4-3MmVHo0 via @YouTube

Wonder how criminals are abusing a Microsoft Exchange flaw in the wild? Pedro Tavares
breaks down CVE-2021-26855,... twitter.com/i/web/status/1...

@sec_studio @orange_8361 Ahh, so HAFNIUM was using CVE-2021-26855, CVE-2021-
26857, CVE-2021-26858, and CVE-2021-270... twitter.com/i/web/status/1...

Multe organizatii din Romania inca nu iau masuri esentiale pentru a-si fixa vulnerabilitatile
CVE-2021-26855 din se... twitter.com/i/web/status/1...

Scanning detected from 216[.]218.206.97 looking for #proxylogon (CVE-2021-26855)
#MSExchange vuln. #threatintel... twitter.com/i/web/status/1...

The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called... twitter.com/i/web/status/1...

@drivertomtt Exchange CVE-2021-26855 hahaha

The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called Proxy... twitter.com/i/web/status/1...

A "scary" #CVE that dropped earlier this year - CVE-2021-26855, aka ProxyLogon, an
unauthenticated #SSRF vulnerabil... twitter.com/i/web/status/1...

The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called... twitter.com/i/web/status/1...

Chia Sé Théng tin 16 hdng bao mét Proxy Logon HAFNIUM CVE-2021-26855 EXc...
youtu.be/DDaeK44pLEg via @YouTube

¢ Recuerdan ProxyLogon? CVE-2021-26855, CVE-2021-27065. ? Estén alertas.
@MSFTExchange twitter.com/GossiTheDog/st...

#ProxyLogon CVE-2021-26855, CVE-2021-27065 #ProxyShell CVE-2021-34473, CVE-
2021-34523, CVE-2021-31207 ... twitter.com/i/web/status/1...

Chia Sé Théng tin 16 héng bdo méat Proxy Logon HAFNIUM CVE-2021-26855 EXxc...
youtu.be/DDaeK44pLEg via @YouTube

2. Microsoft Exchange Vulnerabilities: CVE-2021-26855, CVE-2021-26857, CVE-2021-
26858, and CVE-2021-27065... twitter.com/i/web/status/1...

-Attacks exploit ProxyLogon (CVE-2021-26855) and ProxyShell (CVE-2021-34473 and CVE-
2021-34523) as entry points -Th... twitter.com/i/web/status/1...

Microsoft Exchange vs ProxyLogon (CVE-2021-26855) and ProxyShell (CVE-2021-34473 &
CVE-2021-34523)...... twitter.com/i/web/status/1...

As part of a number of intrusions in the Middle East, attackers were exploiting CVE-2021-
26855 to obtain users’ sec... twitter.com/i/web/status/1...

CVE-2021-26855 Exchange Server SSRF is awesome! ? One Liner cat target.txt| while
read host do;do curl --insecu... twitter.com/i/web/status/1...

The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 11 times.
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