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Certain versions of Exchange Server from Microsoft contain the
following vulnerability:

Microsoft Exchange Server Remote Code Execution Vulnerability This
CVE ID is unique from CVE-2021-26412, CVE-2021-26854, CVE-
2021-26857, CVE-2021-26858, CVE-2021-27065, CVE-2021-27078.

CVSS3 Score: 9.8 - CRITICAL

Attack
Vector 

Attack
Complexity

Privileges
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User
Interaction

NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVSS2 Score: 7.5 - HIGH

Access
Vector
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NETWORK LOW NONE
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PARTIAL PARTIAL PARTIAL

CVE References

Description Tags Link

Security Update Guide - Microsoft Security
Response Center

Patch

Vendor Advisory

portal.msrc.microsoft.com

text/html

 MISC portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2021-26855

CVE-2021-26855 has been assigned by  secure@microsoft.com to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2021-26855/mitre
https://cve.report/CVE-2021-26855/nist
https://cve.report/CVE-2021-26855/cve_org
https://cve.report/CVE-2021-26855.pdf
http://cve.report/software/microsoft/exchange_server
http://cve.report/vendor/microsoft
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-26855


Microsoft Exchange 2019 Unauthenticated
Email Download ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/162610/Microsoft-
Exchange-2019-Unauthenticated-Email-Download.html

Microsoft Exchange ProxyLogon Collector ≈
Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/162736/Microsoft-
Exchange-ProxyLogon-Collector.html

Microsoft Exchange 2019 SSRF / Arbitrary File
Write ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/161846/Microsoft-
Exchange-2019-SSRF-Arbitrary-File-Write.html

Microsoft Exchange ProxyLogon Remote Code
Execution ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/161938/Microsoft-
Exchange-ProxyLogon-Remote-Code-Execution.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

PoC for CVE-2021-26855 -Just a checker-

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Exchange Server 2013 cumulative_update_21 All All

Application Microsoft Exchange Server 2013 cumulative_update_22 All All

Application Microsoft Exchange Server 2013 cumulative_update_23 All All

Application Microsoft Exchange Server 2016 cumulative_update_10 All All

Application Microsoft Exchange Server 2016 cumulative_update_11 All All

Application Microsoft Exchange Server 2016 cumulative_update_12 All All

Application Microsoft Exchange Server 2016 cumulative_update_13 All All

Application Microsoft Exchange Server 2016 cumulative_update_14 All All

Application Microsoft Exchange Server 2016 cumulative_update_15 All All

Application Microsoft Exchange Server 2016 cumulative_update_16 All All

Application Microsoft Exchange Server 2016 cumulative_update_17 All All

Application Microsoft Exchange Server 2016 cumulative_update_18 All All

Application Microsoft Exchange Server 2016 cumulative_update_19 All All

Application Microsoft Exchange Server 2016 cumulative_update_8 All All

Application Microsoft Exchange Server 2016 cumulative_update_9 All All

Application Microsoft Exchange Server 2019 - All All

Application Microsoft Exchange Server 2019 cumulative_update_1 All All

Application Microsoft Exchange Server 2019 cumulative_update_2 All All

Application Microsoft Exchange Server 2019 cumulative_update_3 All All
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Application Microsoft Exchange Server 2019 cumulative_update_3 All All

Application Microsoft Exchange Server 2019 cumulative_update_4 All All

Application Microsoft Exchange Server 2019 cumulative_update_5 All All

Application Microsoft Exchange Server 2019 cumulative_update_6 All All

Application Microsoft Exchange Server 2019 cumulative_update_7 All All

Application Microsoft Exchange Server 2019 cumulative_update_8 All All

Application Microsoft Exchange Server 2013 cumulative_update_23 All All

Application Microsoft Exchange Server 2016 cumulative_update_18 All All

Application Microsoft Exchange Server 2016 cumulative_update_19 All All

Application Microsoft Exchange Server 2019 cumulative_update_7 All All

Application Microsoft Exchange Server 2019 cumulative_update_8 All All

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_21:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_22:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_23:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_10:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_11:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_12:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_13:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_14:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_15:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_16:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_17:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_18:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_19:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_8:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_9:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:-:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_4:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @CyberNetSec1 Mass scanning activity detected from 45.142.28.5 (Flag of Israel) checking for Microsoft
Exchange servers vulnerable to CVE-2021-26855

2021-04-01
17:56:28

 @KeysightNAS #ProxyLogon #MicrosoftExchange vulnerability CVE-2021-26855: The @Keysight ATI team
examines the vulnerability that… twitter.com/i/web/status/1…

2021-04-02
20:35:02

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 16 times.
twitter.com/KeysightNAS/st… #pow1rtrtwwcve

2021-04-02
23:06:00

 @3XS0 CVE-2021-26855 [SSRF] + CVE-2021-27065 [Arbitrary File Write] =>> Exchange Unauth
GetWebShell… twitter.com/i/web/status/1…

2021-04-03
00:05:14

 @3XS0 a functional exploit of CVE-2021-26855 to download emails from mailboxes on OWA
instances gitlab.com/gvillegas/ohwa…

2021-04-03
00:07:57

 @3XS0 Dear RedTeam & BlueTeam, If you missed out on CVE-2021-26855 due to GitHub removing
it you can download a copy of… twitter.com/i/web/status/1…

2021-04-03
00:09:10

 @giorgiotablet #Microsoft #Exchange La vulnerabilità CVE-2021-26855 altera due dei tre parametri RID,
ovvero quello di riservatezz… twitter.com/i/web/status/1…

2021-04-03
01:40:26

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 17 times.
twitter.com/3XS0/status/13… #pow1rtrtwwcve

2021-04-03
17:06:01

 @Ronin29683010 MetaSploit - Hafnium ProxyLogon Honeypot on NODE.JS ( CVE-2021-26855) Exploit
#microsoft #msexchange #exploit… twitter.com/i/web/status/1…

2021-04-05
04:39:25

 @EPStinson MS Exchange ProxyLogon Vulnerability CVE-2021-26855 #ITSecurity bit.ly/3ugGvWr
https://t.co/AKK5HPT2DF

2021-04-05
13:15:23

 @Ronin29683010 MetaSploit - Hafnium ProxyLogon Honeypot on NODE.JS ( CVE-2021-26855) Exploit
#microsoft #msexchange #exploit… twitter.com/i/web/status/1…

2021-04-06
00:49:10

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/Ronin29683010/… #pow1rtrtwwcve

2021-04-06
03:06:00

 @Ronin29683010 Metasploit Hafnium - Proxylogon Honeypot | Microsoft Exchange CVE-2021-26855
#microsoft #msexchange #exploit… twitter.com/i/web/status/1…

2021-04-08
02:33:15

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_5:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_6:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_7:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_8:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2013:cumulative_update_23:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_18:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2016:cumulative_update_19:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_7:*:*:*:*:*:*:

cpe:2.3:a:microsoft:exchange_server:2019:cumulative_update_8:*:*:*:*:*:*:

https://twitter.com/i/web/status/1378083575145373696
https://twitter.com/KeysightNAS/status/1378083575145373696
https://twitter.com/i/web/status/1378136472314863617
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https://twitter.com/i/web/status/1379985661134925825


#microsoft #msexchange #exploit… twitter.com/i/web/status/1… 02:33:15

 @is_n3ws Охота на атаки MS Exchange. Часть 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857) ift.tt/2OwhnvN https://t.co/yYFJfcs4TC

2021-04-08
08:11:36

 @itbezopasnost Охота на атаки MS Exchange. Часть 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857) ift.tt/2OwhnvN

2021-04-08
08:20:29

 @ITnan_ru Охота на атаки MS Exchange. Часть 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857): itnan.ru/p/?p=1551228 https://t.co/O9WoLcPiDn

2021-04-08
08:40:05

 @livexsoftware Protecting against recently disclosed Microsoft Exchange Server vulnerabilities: CVE-2021-
26855, CVE-2021-26857, CV… twitter.com/i/web/status/1…

2021-04-08
09:23:34

 @TrendingGolang h4x0r-dz / CVE-2021-26855 github.com/h4x0r-dz/CVE-2… #golang 2021-04-08
21:57:28

 @mindspoof Tüm dünyadaki Microsoft Exchange sunucularını etkileyen CVE-2021-26855 ve CVE-2021-
27065 zafiyetlerini içeren senar… twitter.com/i/web/status/1…

2021-04-09
09:21:40

 @1ZRR4H Banco en Latinoamérica lleva más de 1 mes comprometido vía #ProxyLogon CVE-2021-
26855. Es demasiada negligencia! s… twitter.com/i/web/status/1…

2021-04-09
17:24:29

 @DreamlabGlobal @suleimanmahmoud, Javier Perez and Sinan Sekerci take us through the exploitation chain
of CVE-2021-26855 and CVE-… twitter.com/i/web/status/1…

2021-04-13
08:32:07

 @justin_lister Mar - ?�0�? CVE-2021-26855 Unsafe Pickerel @orange_8361 CVE-2021-26857 Lifeless Rob
@Dubex #MSTIC CVE-2021-26858 Ti… twitter.com/i/web/status/1…

2021-04-16
21:15:23

 @Keysight_UK A look at the ProxyLogon Microsoft Exchange vulnerability (CVE-2021-26855).
ow.ly/10KK50EsSCQ… twitter.com/i/web/status/1…

2021-04-26
09:55:03

 @jukubird Hunting Down MS Exchange Attacks. Part 1. ProxyLogon (CVE-2021–26855, 26858, 27065,
26857) bi-zone.medium.com/hunting-down-m…

2021-04-27
02:04:14

 @xxdesmus Microsoft Exchange Vulnerability (CVE-2021-26855) Scan Analysis
blog.netlab.360.com/microsoft-exch…

2021-04-28
15:30:10

 @foxbook 1. Microsoft Exchangeの脆弱性：CVE-2021-26855、CVE-2021-26857、CVE-2021-26858、
およびCVE-2021-27065 2.フォーティネットFortiGateSSL VPN…
twitter.com/i/web/status/1…

2021-05-05
11:31:02

 @HudsonCIO Citrix #WAF updated signatures to mitigate the CVE-2021-26855 vulnerability #Microsoft
announced in March. Get prot… twitter.com/i/web/status/1…

2021-05-10
15:34:20

 @papa_anniekey CVE-2021-26855ですね twitter.com/ExploitDB/stat… 2021-05-18
08:50:02

 @hogehuga Microsoft Exchange 2019のUnauthenticated Email DownloadのPoCが公開されたようだ。
CVE-2021-26855が該当し、2021/03に更新は出てる気がする。 msrc.microsoft.com/update-
guide/j…

2021-05-18
16:15:10

 @ido_cohen2 ? #Exchange Unauthenticated Email Download #Exploit got published on #0day today (CVE-
2021-26855) ? #Cyber… twitter.com/i/web/status/1…

2021-05-19
06:52:31

 @niiconsulting 10 Exploits Cybersecurity Professionals are Concerned About 1. Microsoft Exchange
Vulnerabilities: CVE-2021-26855,… twitter.com/i/web/status/1…

2021-05-20
13:40:54

 @tahillco Citrix #WAF updated signatures to mitigate the CVE-2021-26855 vulnerability #Microsoft
announced in March. Get prot… twitter.com/i/web/status/1…

2021-05-25
01:46:05

 @THB_STX If you want a POC in @nim_lang for #Proxylogon (CVE-2021-26855), @___t0___ made this
one 1 day ago. Thanks pal!… twitter.com/i/web/status/1…

2021-06-03
10:45:26

 @CyberSecDN Critical Microsoft Exchange flaw: What is CVE-2021-26855? - cybersecdn.com/?p=4811
#cybersecurity #infosec https://t.co/ekh4sPZr9y

2021-06-12
19:20:03

 @RecordedFuture First up is CVE-2021-26855, arguably the most infamous vulnerability of 2021. Microsoft
announced this as a 0-day v… twitter.com/i/web/status/1…

2021-06-24
14:20:34
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https://bi-zone.medium.com/hunting-down-ms-exchange-attacks-part-1-proxylogon-cve-2021-26855-26858-27065-26857-6e885c5f197c
https://blog.netlab.360.com/microsoft-exchange-vulnerability-cve-2021-26855-scan-analysis-3/
https://twitter.com/i/web/status/1389905470597390337
https://twitter.com/i/web/status/1391778639205871617
https://twitter.com/ExploitDB/status/1394575498638815236
https://msrc.microsoft.com/update-guide/ja-JP/vulnerability/CVE-2021-26855
https://twitter.com/i/web/status/1394908811769651202
https://twitter.com/i/web/status/1395373970988277764
https://twitter.com/i/web/status/1397006021848092674
https://twitter.com/i/web/status/1400403243524673536
https://cybersecdn.com/?p=4811
https://twitter.com/i/web/status/1408067528513921036


 @d34dr4bbit CVE-2021-26855: Microsoft Exchange Server-Side Request Forgery | 0-days In-the-Wild
aeternusmalus.wordpress.com/2021/07/15/cve…

2021-07-15
14:27:22

 @64Uni_Lions アメリカ 世界各地のサイバー攻撃 「中国当局指示」との報告
書www3.nhk.or.jp/news/html/2021… 3月初めのCVE-2021-26855他。去年のSUNBURSTも中
国が活動していたし、中国が全世界におけるサイバーセキ… twitter.com/i/web/status/1…

2021-07-20
05:55:07

 @Gabry89 In italia abbiamo ancora 400 server che sono tutt'oggi vulnerabili a CVE-2021-26855 e
compagnia. Un attacco la cui… twitter.com/i/web/status/1…

2021-08-06
17:31:58

 @Securityblog Proxylogon PoC | CVE-2021-26855 PoC youtu.be/xJ4-3MmVHo0 via @YouTube 2021-08-08
15:34:58

 @InfosecEdu Wonder how criminals are abusing a Microsoft Exchange flaw in the wild? Pedro Tavares
breaks down CVE-2021-26855,… twitter.com/i/web/status/1…

2021-08-18
21:06:01

 @infinitelogins @sec_studio @orange_8361 Ahh, so HAFNIUM was using CVE-2021-26855, CVE-2021-
26857, CVE-2021-26858, and CVE-2021-270… twitter.com/i/web/status/1…

2021-08-20
14:57:42

 @DanCimpean Multe organizatii din Romania inca nu iau masuri esentiale pentru a-si fixa vulnerabilitatile
CVE-2021-26855 din se… twitter.com/i/web/status/1…

2021-08-23
13:37:12

 @whitehoodie4 Scanning detected from 216[.]218.206.97 looking for #proxylogon (CVE-2021-26855)
#MSExchange vuln. #threatintel… twitter.com/i/web/status/1…

2021-09-30
06:03:51

 @CswWorks The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called… twitter.com/i/web/status/1…

2021-10-02
07:53:44

 @qSCKwlldJgVbes4 @drivertomtt Exchange CVE-2021-26855 hahaha 2021-10-05
13:48:48

 @CswWorks The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called Proxy… twitter.com/i/web/status/1…

2021-10-06
09:30:44

 @bishopfox A "scary" #CVE that dropped earlier this year - CVE-2021-26855, aka ProxyLogon, an
unauthenticated #SSRF vulnerabil… twitter.com/i/web/status/1…

2021-10-13
23:52:00

 @CswWorks The three CVEs (CVE-2021-26855, CVE-2021-26857 CVE-2021-26858, CVE-2021-27065)
are used as a chain and called… twitter.com/i/web/status/1…

2021-10-14
11:30:20

 @jsisen Chia Sẻ Thông tin lỗ hổng bảo mật Proxy Logon HAFNIUM CVE-2021-26855 Exc...
youtu.be/DDaeK44pLEg via @YouTube

2021-10-15
10:32:49

 @jmanuelnieto ¿Recuerdan ProxyLogon? CVE-2021-26855, CVE-2021-27065. ? Estén alertas.
@MSFTExchange twitter.com/GossiTheDog/st…

2021-11-01
21:56:19

 @Max_Mal_ #ProxyLogon CVE-2021-26855, CVE-2021-27065� ️ #ProxyShell CVE-2021-34473, CVE-
2021-34523, CVE-2021-31207� ️… twitter.com/i/web/status/1…

2021-11-02
14:07:52

 @mrjsisen Chia Sẻ Thông tin lỗ hổng bảo mật Proxy Logon HAFNIUM CVE-2021-26855 Exc...
youtu.be/DDaeK44pLEg via @YouTube

2021-11-06
05:33:49

 @asharam_maskare 2. Microsoft Exchange Vulnerabilities: CVE-2021-26855, CVE-2021-26857, CVE-2021-
26858, and CVE-2021-27065… twitter.com/i/web/status/1…

2021-11-11
05:31:51

 @campuscodi -Attacks exploit ProxyLogon (CVE-2021-26855) and ProxyShell (CVE-2021-34473 and CVE-
2021-34523) as entry points -Th… twitter.com/i/web/status/1…

2021-11-22
13:50:02

 @s4MadH Microsoft Exchange vs ProxyLogon (CVE-2021-26855) and  ProxyShell (CVE-2021-34473 &
CVE-2021-34523)...… twitter.com/i/web/status/1…

2021-11-22
20:12:11

 @DennisF As part of a number of intrusions in the Middle East, attackers were exploiting CVE-2021-
26855 to obtain users’ sec… twitter.com/i/web/status/1…

2021-11-22
20:13:23

 @HackerGautam CVE-2021-26855 Exchange Server SSRF is awesome! ? One Liner � cat target.txt| while
read host do;do curl --insecu… twitter.com/i/web/status/1…

2021-11-30
18:15:05

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 11 times. 2021-12-01

https://aeternusmalus.wordpress.com/2021/07/15/cve-2021-26855-microsoft-exchange-server-side-request-forgery-0-days-in-the-wild/
https://www3.nhk.or.jp/news/html/20210719/k10013148531000.html
https://twitter.com/i/web/status/1417362413762990082
https://twitter.com/i/web/status/1423698376919556097
https://youtu.be/xJ4-3MmVHo0
https://twitter.com/i/web/status/1428100899776368647
https://twitter.com/i/web/status/1428732982743867392
https://twitter.com/i/web/status/1429799888297017351
https://twitter.com/i/web/status/1443456537524121600
https://twitter.com/i/web/status/1444208965332742144
https://twitter.com/i/web/status/1445682928248184838
https://twitter.com/i/web/status/1448436388572110855
https://twitter.com/i/web/status/1448612130832457732
https://youtu.be/DDaeK44pLEg
https://twitter.com/GossiTheDog/status/1455288201216729094
https://twitter.com/i/web/status/1455537146060759040
https://youtu.be/DDaeK44pLEg
https://twitter.com/i/web/status/1458668777218863106
https://twitter.com/i/web/status/1462780412804141063
https://twitter.com/i/web/status/1462876586659700740
https://twitter.com/i/web/status/1462876888645386241
https://twitter.com/i/web/status/1465746218710183940


twitter.com/HackerGautam/s… #pow1rtrtwwcve 06:06:00

 @CarpeDiemT3ch CVE-2021-40539 – Zoho Manage Engine ADSelfService Plus CVE-2021-26855 –Microsoft
Exc. CVE-2021-26857 –Microsoft Exc… twitter.com/i/web/status/1…

2022-01-28
00:11:00

 @YunusHseyinYl14 • CVE-2021-26855 Microsoft Exchange 2022-03-04
03:44:30

 @MasaKAMAYAMA CVE-2021-26855、CVE-2021-31207、CVE-2021-34523、CVE-2021-34473といった
Microsoft Exchange Serverの脆弱性を悪用する模様。 緩和策が豊富ですのでご参考…
twitter.com/i/web/status/1…

2022-03-22
20:11:20

 @soheilhashemi_ 5 in Microsoft #Exchange Server (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858,
and CVE-2021-27065)… twitter.com/i/web/status/1…

2022-04-19
23:17:34

 @BushidoToken ⚠ 2021 Top Routinely Exploited Vulnerabilities: 24,551 - CVE-2021-34523 - ProxyShell
7,211 - CVE-2021-26855 - Proxy… twitter.com/i/web/status/1…

2022-04-27
20:43:14

 @foxbook ファイブアイズが「日常的に悪用される脆弱性TOP15」についての共同”アラート”を出して
います。 ・【Log4Shell】CVE-2021-44228 ・【ProxyLogon】CVE-2021-26855、CVE-
2021-26… twitter.com/i/web/status/1…

2022-04-27
20:43:36

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 12 times.
twitter.com/BushidoToken/s… #pow1rtrtwwcve

2022-04-28
10:06:01

 @lakincoder 5� Microsoft Exchange Server Remote Code Execution Vulnerability CVE-2021–26855
msrc.microsoft.com/update-guide/v…

2022-05-01
16:19:15

 @riikunn_ryo バックエンドでは、特定の内部APIがファイル書き込みのためのファイルパスを適切に検証
していないため、任意コードが実装されたファイルを配置できる →RCE　(CVE-2021-
27065) フロントエンドの脆弱性のCVE番号はCVE-2021-26855。

2022-05-06
09:49:36

 @RemotelyAlerts Severity: ??? | Microsoft Exchange Server Remote Code Ex... | CVE-2021-26855 | Link for
more: alerts.remotelyrmm.com/CVE-2021-26855

2022-05-06
22:30:01

 @mehhsecurity Studying some on Hafnium. Found this video for a nmap script to use to check for CVE-2021-
26855 if anyone needs it… twitter.com/i/web/status/1…

2022-06-16
20:12:07

 @AngelCarreras27 Si quieres saber como #RidgeBot es capaz de determinar si tienes la vulnerabilidad CVE-
2021-26855 y si puede ser ex… twitter.com/i/web/status/1…

2022-06-25
10:20:15

 @PhilippeDelteil From Shodan to nuclei in one line shodan search vuln:CVE-2021-26855 --fields ip_str,port --
separator " " | awk '{p… twitter.com/i/web/status/1…

2022-07-01
07:44:30

 @pdnuclei Here's another, short version for the same: echo 'vuln:CVE-2021-26855' | uncover | httpx |
nuclei -id CVE-2021-268… twitter.com/i/web/status/1…

2022-07-01
09:04:33

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 19 times.
twitter.com/PhilippeDeltei… #pow1rtrtwwcve

2022-07-01
10:06:01

 @CVEtrends Top 3 trending CVEs on Twitter Past 24 hrs: CVE-2021-26855: 366.2K (audience size) CVE-
2022-2185: 301.3K CVE-2022-… twitter.com/i/web/status/1…

2022-07-01
13:00:04

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 12 times.
twitter.com/pdnuclei/statu… #pow1rtrtwwcve

2022-07-01
16:06:00

 @area0058 パキスタンの通信インフラ企業のBASを特に狙うAPTについてのKaspersky ICS CERTから
のレポート。 MS ExchangeのCVE-2021-26855で初期侵害→ShadowPadでバックドア
→CobaltSt… twitter.com/i/web/status/1…

2022-07-04
06:56:36

 @0x0SojalSec From Shodan to nuclei in one line shodan search : by @PhilippeDelteil vuln:CVE-2021-
26855 --fields ip_str,port -… twitter.com/i/web/status/1…

2022-09-30
09:55:42

 @ipssignatures The vuln CVE-2021-26855 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/0x0SojalSec/st… #pow1rtrtwwcve

2022-09-30
20:06:00

 @d4rk_c0r3 One line Shodan to nuclei $ shodan search 'vuln:CVE-2021-26855' --fields ip_str,port --
separator " " | awk '{print… twitter.com/i/web/status/1…

2022-10-01
04:29:11
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https://twitter.com/BushidoToken/status/1519416907857805313
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https://twitter.com/i/web/status/1540641011126439936
https://twitter.com/i/web/status/1542776142507253760
https://twitter.com/i/web/status/1542796288173146112
https://twitter.com/PhilippeDelteil/status/1542776142507253760
https://twitter.com/i/web/status/1542855555923968000
https://twitter.com/pdnuclei/status/1542796288173146112
https://twitter.com/i/web/status/1543851253444526080
https://twitter.com/i/web/status/1575786457897512960
https://twitter.com/0x0SojalSec/status/1575786457897512960
https://twitter.com/i/web/status/1576066674562060288


← Previous ID Next ID→

 @HackersOIHEC expl0it para exchange - github.com/shacojx/CVE-20… 2022-10-02
15:01:52

 @veronicabp_ APT actors exploited CVE-2021-26855, CVE-2021-26857, CVE-2021-26868, and CVE-2021-
27065 to install 17 China Chopper… twitter.com/i/web/status/1…

2022-10-04
19:04:29

 @serghei Hackers stole data from US defense org using Impacket, CovalentStealer "APT actors
exploited CVE-2021-26855, CVE-2… twitter.com/i/web/status/1…

2022-10-06
16:57:06

 @hrbrmstr All of them in one GNQL using the `cve:` search: viz.greynoise.io/query/?gnql=cv… 2022-10-07
14:32:29

 @yvespernet @mh2430mh @kennethdee @VTMNIEUWS Ik gok op een SSRF vulnerability. CVE-2021-
26855 bv en dan daarop verder gebouwd v… twitter.com/i/web/status/1…

2022-12-13
09:41:43

 @SentinelOne 7 ️� ProxyLogon (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, and CVE-2021-
27065) Allows an attacker to execute… twitter.com/i/web/status/1…

2023-01-20
18:15:48

 @fr33s0ul_Ninja (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065), ProxyOracle
(CVE-2021-26857), ProxyShell (CVE… twitter.com/i/web/status/1…

2023-01-28
13:28:02

 @jeffshanson @nicoleperlroth The Critical Microsoft Exchange Flaw: CVE-2021-26855 2023-04-11
16:23:09

 @Cyb3rPunkFix3r_ Into the heart of Windows, he dives deep, CVE-2021-26855 to keep, ? ​♂ ️ With ProxyLogon on
Microsoft Exchange, secre… twitter.com/i/web/status/1…

2023-06-30
04:33:33

 /r/exchangeserver Question About Zero-Day Exchange Patch 2021-03-31
18:40:53

 /r/blueteamsec Hunting Down MS Exchange Attacks. Part 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857)

2021-04-24
15:11:03

 /r/purpleteamsec Hunting Down MS Exchange Attacks. Part 1. ProxyLogon (CVE-2021-26855, 26858, 27065,
26857)

2021-04-24
18:23:01

 /r/u/CyberHoot CISA’s Top Vulnerabilities in 2020 and 2021 - CyberHoot 2021-08-03
16:45:38

 /r/u/jsisen Chia Sẻ Thông tin lỗ hổng bảo mật Proxy Logon HAFNIUM CVE-2021-26855 Exc... 2021-10-15
10:32:28

 /r/u/jsisen Chia Sẻ Thông tin lỗ hổng bảo mật Proxy Logon HAFNIUM CVE-2021-26855 Exc... 2021-11-06
05:32:31
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