VE-2021-26911

Published on: 02/17/2021 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:29:02 PM UTC

CVE-2021-26911

Source: Mitre Source: NIST CVE.ORG Print: PDF %)
cvssauvaachranunsucHisan  Gertain versions of Canary Mail from Canarymail contain the foIIowing
’ vulnerability:

core/imap/MCIMAPSession.cpp in Canary Mail before 3.22 has
Missing SSL Certificate Validation for IMAP in STARTTLS mode.

AV

CVE-2021-26911 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.4-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

CENSUS | IT Security Works = (%) MISC census-labs.com/news/2021/02/17/canary-mail-app-missing-certificate-
validation-check-on-imap-starttls/

text/html



https://cve.report/
https://cve.report/CVE-2021-26911/mitre
https://cve.report/CVE-2021-26911/nist
https://cve.report/CVE-2021-26911/cve_org
https://cve.report/CVE-2021-26911.pdf
http://cve.report/software/canarymail/canary_mail
http://cve.report/vendor/canarymail
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://census-labs.com/news/2021/02/17/canary-mail-app-missing-certificate-validation-check-on-imap-starttls/

[Core] Check Start/TLS cert - ¢) CONFIRM
canarymail/mailcore2@45acbd4e RITEIZ LA ClisA  github.com/canarymail/mailcore2/commit/45acb4efbcaa57a20ac5127dc976538671fc
- GitHub

text/html
CENSUS | IT Security Works IEETWCETA (D) MISC census-labs.com/news/category/advisories/
census-labs.com
text/html
oss-security - CVE-2021-26911:  [IEIENEES ¢ > MISC www.openwall.com/lists/oss-security/2021/02/17/3
Canary Mail with IMAP
STARTTLS missing certificate Third Party Advisory
validation www.openwall.com

text/html

oss-security - CVE-2021-26911:  [IEILENEES ¢ > MLIST [oss-security] 20210217 CVE-2021-26911: Canary Mail with IMAP START
Canary Mail with IMAP missing certificate validation
STARTTLS missing certificate Third Party Advisory
validation www.openwall.com
text/html

Canary Mail on the

Mac App Store Third Party Advisory
apps.apple.com
text/html

& MISC apps.apple.com/us/app/canary-mail/id1236045954

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Canarymail Canary Mail 3.20 All All All
Application Canarymail Canary Malil 3.21 All All All
Application Canarymail Canary Mail 3.20 All All All
Application Canarymail Canary Malil 3.21 All All All
Application Libmailcore Mailcore2 0.6.4 All All All
Application Libmailcore Mailcore2 0.6.4 All All All

akkLk Lk,

cpe:2.3:a:canarymail:canary_mail:3.20:*:*:*:*: iphone_os:*:*:
cpe:2.3:a:canarymail:canary_mail:3.21:*:*:*:*:iphone_os:*:*:

cpe:2.3:a:libmailcore:mailcore2:0.6.4:*:*: " :*:*:

cpe:2.3:a:libmailcore:mailcore2:0.6.4:*:*:*:*:*:*:*:
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https://apps.apple.com/us/app/canary-mail/id1236045954
mailto:%20comment@cve.report
http://cve.report/vendor/canarymail
http://cve.report/software/canarymail/canary_mail
http://cve.report/vendor/canarymail
http://cve.report/software/canarymail/canary_mail
http://cve.report/vendor/canarymail
http://cve.report/software/canarymail/canary_mail
http://cve.report/vendor/canarymail
http://cve.report/software/canarymail/canary_mail
http://cve.report/vendor/libmailcore
http://cve.report/software/libmailcore/mailcore2
http://cve.report/vendor/libmailcore
http://cve.report/software/libmailcore/mailcore2

No vendor comments have been submitted for this CVE
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