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CVE CVE-2021-26919
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-30 08:15:00 UTC
Updated 2023-11-07 03:31:00 UTC
Description Apache Druid allows users to read data from other database systems using JDBC. This functionality is to allow trusted user

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Druid All All All All

References

Reference

Pony Mail!

Pony Mail!

[druid-commits] 20210412 [GitHub] [druid] jihoonson opened a new pull request #11100: [Backport] Allow list for JDBC connection properties 1
[druid-dev] 20210331 Regarding the 0.21.0 release

Pony Mail!

[druid-dev] 20210405 Regarding the CVSS score for CVE-2021-26919

[druid-dev] 20210401 Re: Subject: [CVE-2021-26919] Authenticated users can execute arbitrary code from malicious MySQL database syster
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[druid-commits] 20210412 [GitHub] [druid] jihoonson merged pull request #11100: [Backport] Allow list for JDBC connection properties to addr

[druid-commits] 20210401 [GitHub] [druid] jihoonson merged pull request #11047: Allow list for JDBC connection properties to address CVE-2
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https://lists.apache.org/thread.html/re0910cf4c784897774427fecd95912fb565a6bd06d924a55e70bbbfc@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r443e2916c612fbd119839c0fc0729327d6031913a75081adac5b43ad@%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/r7a531ec123570cb7875ff991cf115f99e9ef99a48b3cf3fa4f9d9864%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r443e2916c612fbd119839c0fc0729327d6031913a75081adac5b43ad%2540%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/rf3ea2a4018e87e6c45d36cf8479af7727dcc276edabd2f7cf59e0c5f@%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/ra85fa7d31f9bec1148ffd2e4030934927caa8bff89bca9f61f75e697%2540%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/re4c5deb0aae4bace69844d15c9fd1699e907ebfee93bc3926474d110%2540%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/re4c5deb0aae4bace69844d15c9fd1699e907ebfee93bc3926474d110@%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/r6bc68264170046448f823d12c17fd1fd875251d97d60869f58709872@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r7a531ec123570cb7875ff991cf115f99e9ef99a48b3cf3fa4f9d9864@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rd87451fce34df54796e66321c40d743a68fb4553d72e7f6f0bc62ebd%2540%253Cdev.druid.apache.org%253E
https://lists.apache.org/thread.html/r6bc68264170046448f823d12c17fd1fd875251d97d60869f58709872%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/re0910cf4c784897774427fecd95912fb565a6bd06d924a55e70bbbfc%2540%253Ccommits.druid.apache.org%253E

Pony Mail!

Pony Mail!

[druid-dev] 20210414 Re: Regarding the CVSS score for CVE-2021-26919
[druid-dev] 20210405 Re: Regarding the CVSS score for CVE-2021-26919
CVE Program record

NVD vulnerability detail

/]

Vendor Comments And Credit

Discovery Credit
LEGACY: This issue was discovered by fantasyC4t from the Ant FG Security Lab.

Legacy QID Mappings

982229 Java (maven) Security Update for org.apache.druid:druid (GHSA-jj4f-p7vv-j4v9)
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