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cssanammcLrruumsucian Gertain versions of Druid from Apache contain the foIIowing
vulnerability:

In the Druid ingestion system, the InputSource is used for reading data
from a certain data source. However, the HTTP InputSource allows
authenticated users to read data from other sources than intended,
such as the local file system, with the privileges of the Druid server
process. This is not an elevation of privilege when users access Druid
directly, since Druid also provides the Local InputSource, which allows the same level of
access. But it is problematic when users interact with Druid indirectly through an application
that allows users to specify the HTTP InputSource, but not the Local InputSource. In this
case, users could bypass the application-level restriction by passing a file URL to the HTTP
InputSource.

CVE-2021-26920 has been assigned by / security@apache.org to track the vulnerability - currently rated as severity.

Affected Vendor/Software: / Apache Software Foundation - Apache Druid version <= 0.20.2

Vulnerability Patch/Work Around

Users can avoid the issue by upgrading to 0.21.0 or a higher version. In an earlier version than 0.21.0, when the user application wants
to restrict the access to the local file system, it should disallow all InputSources that can read local files, that is the Local, HTTP, and
HDFS InputSources.

CVSS3 Score: 6.5-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[HIGH| [ NONE | =3
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Vector Complexity

Low
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Impact Impact Impact
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CVE References

Description  Tags Link

Pony Mail! / MLIST [announce] 20210701 CVE-2021-26920: Apache Druid: The HTTP inputSource allows authent
from other sources than intended

Pony Mail! / MISC
lists.apache.org/thread.html/r29e45561343cc5cf7d3290ee0b0e94e565faab19¢c20d022df9b5e29¢%40%3

o0ss-security - ¢ > MLIST [oss-security] 20210702 CVE-2021-26920: Apache Druid: The HTTP inputSource allows authe

CVE-2021- from other sources than intended
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Pony Mail! / MLIST [druid-dev] 20210923 CVE-2021-36749: Apache Druid: The HTTP inputSource allows authent
from other sources than intended (incomplete fix of CVE-2021-26920)

o0ss-security - ¢ > MLIST [oss-security] 20210923 CVE-2021-36749: Apache Druid: The HTTP inputSource allows authe

CVE-2021- from other sources than intended (incomplete fix of CVE-2021-26920)
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Pony Mail! / MLIST [announce] 20210923 CVE-2021-36749: Apache Druid: The HTTP inputSource allows authent
from other sources than intended (incomplete fix of CVE-2021-26920)
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1]



http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/r61aab724cf97d80da7f02d50e9af6de5c7c40dd92dab7518746fbaa2@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r29e45561343cc5cf7d3290ee0b0e94e565faab19c20d022df9b5e29c%2540%253Cdev.druid.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/07/02/1
https://lists.apache.org/thread.html/rc9400a70d0ec5cdb8a3486fc5ddb0b5282961c0b63e764abfbcb9f5d@%253Cdev.druid.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/09/24/1
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mailto:%20comment@cve.report

Related QID Numbers

980655 Java (maven) Security Update for org.apache.druid:druid (GHSA-793h-6f7r-6qvm)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Druid Al Al Al All

Discovery Credit

This issue was discovered by chybeta from the Security Team of Alibaba Cloud.
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