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Summary

CVE CVE-2021-26988

State PUBLIC

Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-04 21:15:00 UTC

Updated 2021-03-18 13:36:00 UTC

Description Clustered Data ONTAP versions prior to 9.3P21, 9.5P16, 9.6P12, 9.7P8 and 9.8 are susceptible to a vulnerability which could allow unauthorized tenant users to discover information related to converting a 7-Mode directory to Cluster-mode such as Storage Virtual Machine (SVM) names, volume names, directory paths and Job IDs.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Netapp Data Ontap 9.3.0 - All All

Operating System Netapp Data Ontap 9.3.0 p1 All All

Operating System Netapp Data Ontap 9.3.0 p10 All All

Operating System Netapp Data Ontap 9.3.0 p11 All All

Operating System Netapp Data Ontap 9.3.0 p12 All All

Operating System Netapp Data Ontap 9.3.0 p13 All All

Operating System Netapp Data Ontap 9.3.0 p14 All All

Operating System Netapp Data Ontap 9.3.0 p15 All All

Operating System Netapp Data Ontap 9.3.0 p16 All All

Operating System Netapp Data Ontap 9.3.0 p17 All All

Operating System Netapp Data Ontap 9.3.0 p18 All All

Operating System Netapp Data Ontap 9.3.0 p19 All All

Operating System Netapp Data Ontap 9.3.0 p2 All All

Operating System Netapp Data Ontap 9.3.0 p20 All All

Operating System Netapp Data Ontap 9.3.0 p3 All All

Operating System Netapp Data Ontap 9.3.0 p4 All All

Operating System Netapp Data Ontap 9.3.0 p5 All All
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Operating System Netapp Data Ontap 9.3.0 p5 All All

Operating System Netapp Data Ontap 9.3.0 p6 All All

Operating System Netapp Data Ontap 9.3.0 p7 All All

Operating System Netapp Data Ontap 9.3.0 p8 All All

Operating System Netapp Data Ontap 9.3.0 p9 All All

Operating System Netapp Data Ontap 9.5.0 - All All

Operating System Netapp Data Ontap 9.5.0 p1 All All

Operating System Netapp Data Ontap 9.5.0 p10 All All

Operating System Netapp Data Ontap 9.5.0 p11 All All

Operating System Netapp Data Ontap 9.5.0 p12 All All

Operating System Netapp Data Ontap 9.5.0 p13 All All

Operating System Netapp Data Ontap 9.5.0 p14 All All

Operating System Netapp Data Ontap 9.5.0 p15 All All

Operating System Netapp Data Ontap 9.5.0 p2 All All

Operating System Netapp Data Ontap 9.5.0 p3 All All

Operating System Netapp Data Ontap 9.5.0 p4 All All

Operating System Netapp Data Ontap 9.5.0 p5 All All

Operating System Netapp Data Ontap 9.5.0 p6 All All

Operating System Netapp Data Ontap 9.5.0 p7 All All

Operating System Netapp Data Ontap 9.5.0 p8 All All

Operating System Netapp Data Ontap 9.5.0 p9 All All

Operating System Netapp Data Ontap 9.6.0 - All All

Operating System Netapp Data Ontap 9.6.0 p1 All All

Operating System Netapp Data Ontap 9.6.0 p10 All All

Operating System Netapp Data Ontap 9.6.0 p11 All All

Operating System Netapp Data Ontap 9.6.0 p2 All All

Operating System Netapp Data Ontap 9.6.0 p3 All All

Operating System Netapp Data Ontap 9.6.0 p4 All All

Operating System Netapp Data Ontap 9.6.0 p5 All All

Operating System Netapp Data Ontap 9.6.0 p6 All All

Operating System Netapp Data Ontap 9.6.0 p7 All All

Operating System Netapp Data Ontap 9.6.0 p8 All All

Operating System Netapp Data Ontap 9.6.0 p9 All All

Operating System Netapp Data Ontap 9.7.0 - All All

Operating System Netapp Data Ontap 9.7.0 p1 All All

Operating System Netapp Data Ontap 9.7.0 p2 All All
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Operating System Netapp Data Ontap 9.7.0 p3 All All

Operating System Netapp Data Ontap 9.7.0 p4 All All

Operating System Netapp Data Ontap 9.7.0 p5 All All

Operating System Netapp Data Ontap 9.7.0 p6 All All

Operating System Netapp Data Ontap 9.7.0 p7 All All

Operating System Netapp Data Ontap 9.8.0 - All All

References

Reference Source Link

CVE-2021-26988 Sensitive Information Disclosure Vulnerability in Clustered Data ONTAP | NetApp Product Security MISC security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

38858 NetApp Clustered Data Open Network Technology for Appliance Products (ONTAP) Sensitive Information Disclosure
Vulnerability (NTAP-20210303-0001)
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