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Summary

CVE CVE-2021-26989

State PUBLIC

Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-04 21:15:00 UTC

Updated 2021-03-17 20:48:00 UTC

Description Clustered Data ONTAP versions prior to 9.3P21, 9.5P16, 9.6P12, 9.7P9 and 9.8 are susceptible to a vulnerability which could allow a remote authenticated attacker to cause a Denial of Service (DoS) on clustered Data ONTAP configured for SMB access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Netapp Data Ontap 9.3.0 - All All

Operating System Netapp Data Ontap 9.3.0 p1 All All

Operating System Netapp Data Ontap 9.3.0 p10 All All

Operating System Netapp Data Ontap 9.3.0 p11 All All

Operating System Netapp Data Ontap 9.3.0 p12 All All

Operating System Netapp Data Ontap 9.3.0 p13 All All

Operating System Netapp Data Ontap 9.3.0 p14 All All

Operating System Netapp Data Ontap 9.3.0 p15 All All

Operating System Netapp Data Ontap 9.3.0 p16 All All

Operating System Netapp Data Ontap 9.3.0 p17 All All

Operating System Netapp Data Ontap 9.3.0 p18 All All

Operating System Netapp Data Ontap 9.3.0 p19 All All

Operating System Netapp Data Ontap 9.3.0 p2 All All

Operating System Netapp Data Ontap 9.3.0 p20 All All

Operating System Netapp Data Ontap 9.3.0 p3 All All

Operating System Netapp Data Ontap 9.3.0 p4 All All

Operating System Netapp Data Ontap 9.3.0 p5 All All
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Operating System Netapp Data Ontap 9.3.0 p5 All All

Operating System Netapp Data Ontap 9.3.0 p6 All All

Operating System Netapp Data Ontap 9.3.0 p7 All All

Operating System Netapp Data Ontap 9.3.0 p8 All All

Operating System Netapp Data Ontap 9.3.0 p9 All All

Operating System Netapp Data Ontap 9.5.0 - All All

Operating System Netapp Data Ontap 9.5.0 p1 All All

Operating System Netapp Data Ontap 9.5.0 p10 All All

Operating System Netapp Data Ontap 9.5.0 p11 All All

Operating System Netapp Data Ontap 9.5.0 p12 All All

Operating System Netapp Data Ontap 9.5.0 p13 All All

Operating System Netapp Data Ontap 9.5.0 p14 All All

Operating System Netapp Data Ontap 9.5.0 p15 All All

Operating System Netapp Data Ontap 9.5.0 p2 All All

Operating System Netapp Data Ontap 9.5.0 p3 All All

Operating System Netapp Data Ontap 9.5.0 p4 All All

Operating System Netapp Data Ontap 9.5.0 p5 All All

Operating System Netapp Data Ontap 9.5.0 p6 All All

Operating System Netapp Data Ontap 9.5.0 p7 All All

Operating System Netapp Data Ontap 9.5.0 p8 All All

Operating System Netapp Data Ontap 9.5.0 p9 All All

Operating System Netapp Data Ontap 9.6.0 - All All

Operating System Netapp Data Ontap 9.6.0 p1 All All

Operating System Netapp Data Ontap 9.6.0 p10 All All

Operating System Netapp Data Ontap 9.6.0 p11 All All

Operating System Netapp Data Ontap 9.6.0 p2 All All

Operating System Netapp Data Ontap 9.6.0 p3 All All

Operating System Netapp Data Ontap 9.6.0 p4 All All

Operating System Netapp Data Ontap 9.6.0 p5 All All

Operating System Netapp Data Ontap 9.6.0 p6 All All

Operating System Netapp Data Ontap 9.6.0 p7 All All

Operating System Netapp Data Ontap 9.6.0 p8 All All

Operating System Netapp Data Ontap 9.6.0 p9 All All

Operating System Netapp Data Ontap 9.7.0 - All All

Operating System Netapp Data Ontap 9.7.0 p1 All All

Operating System Netapp Data Ontap 9.7.0 p2 All All
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Operating System Netapp Data Ontap 9.7.0 p3 All All

Operating System Netapp Data Ontap 9.7.0 p4 All All

Operating System Netapp Data Ontap 9.7.0 p5 All All

Operating System Netapp Data Ontap 9.7.0 p6 All All

Operating System Netapp Data Ontap 9.7.0 p7 All All

Operating System Netapp Data Ontap 9.8.0 - All All

References

Reference Source Link Tags

CVE-2021-26989 Denial of Service Vulnerability in Clustered Data ONTAP | NetApp Product Security MISC security.netapp.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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38859 NetApp Clustered Data Open Network Technology for Appliance Products (ONTAP) Denial of Service (DoS) Vulnerability (NTAP-
20210303-0002)
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