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Summary

CVE CVE-2021-27198

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-26 23:15:00 UTC

Updated 2021-09-14 16:39:00 UTC

Description An issue was discovered in Visualware MyConnection Server before v11.1a. Unauthenticated Remote Code Execution can occur via Arbitrary File Upload in the web service when using a myspeed/sf?filename= URI. This application is written in Java and is thus cross-platform. The Windows installation runs as SYSTEM, which means that exploitation gives one Administrator privileges on the target system.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Visualware Myconnection Server All All All All

Application Visualware Myconnection Server 11.0a - All All

Application Visualware Myconnection Server 11.0a build5211 All All

Application Visualware Myconnection Server 11.0a build5237 All All

Application Visualware Myconnection Server 11.0a build5295 All All

Application Visualware Myconnection Server 11.0a build8237 All All

Application Visualware Myconnection Server 11.0b - All All

Application Visualware Myconnection Server 11.0b build5321 All All

Application Visualware Myconnection Server 11.0b build5360 All All

Application Visualware Myconnection Server 11.0b build5363 All All

Application Visualware Myconnection Server 11.0b build5382 All All

Application Visualware Myconnection Server 11.0a - All All

Application Visualware Myconnection Server 11.0a build5211 All All

Application Visualware Myconnection Server 11.0a build5295 All All

Application Visualware Myconnection Server 11.0a build8237 All All

Application Visualware Myconnection Server 11.0b - All All

Application Visualware Myconnection Server 11.0b build5321 All All
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Application Visualware Myconnection Server 11.0b build5321 All All

Application Visualware Myconnection Server 11.0b build5360 All All

Application Visualware Myconnection Server 11.0b build5363 All All

Application Visualware Myconnection Server 11.0b build5382 All All

References

Reference Source Link

Full Disclosure: VisualWare MyConnection Server 11.x Remote Code Execution Vulnerability FULLDISC seclists.org

VisualWare MyConnection Server 11.x Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Download MyConnection Server and BCS MISC myconnectionserver.visualware.com

MyConnection Server New Release Information MISC myconnectionserver.visualware.com

CVE-2021-27198 – Securifera MISC www.securifera.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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