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Summary

CVE CVE-2021-27214

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-19 19:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description A Server-side request forgery (SSRF) vulnerability in the ProductConfig servlet in Zoho ManageEngine ADSelfService Plus through 6013 allows a remote unauthenticated attacker to perform blind HTTP requests or perform a Cross-site scripting (XSS) attack against the administrative interface via an HTTP request, a different vulnerability than CVE-2019-3905.

Risk And Classification

Problem Types: CWE-79 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adselfservice Plus 6.0 - All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6000 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6001 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6002 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6003 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6004 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6005 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6006 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6007 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6008 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6009 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6012 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6013 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 - All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6000 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6001 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6002 All All
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Application Zohocorp Manageengine Adselfservice Plus 6.0 6002 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6003 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6004 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6005 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6006 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6007 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6008 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6009 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6012 All All

Application Zohocorp Manageengine Adselfservice Plus 6.0 6013 All All

References

Reference Source Link Tags

www.horizonsecurity.it/lang_EN/advisories MISC www.horizonsecurity.it Exploit, Third Party Advisory

ADSelfService Plus Release Notes MISC www.manageengine.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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