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Summary

CVE CVE-2021-27221

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-19 03:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description ** DISPUTED ** MikroTik RouterOS 6.47.9 allows remote authenticated ftp users to create or overwrite arbitrary .rsc files via the /export command. NOTE: the vendor's position is that this is intended behavior because of how user policies work.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mikrotik Routeros 6.47.9 All All All

References

Reference Source

RouterOS: User with just “ftp” policy can create or overwrite arbitrary .rsc files via the /export command [CVE-2021–27221] | Medium MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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