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Summary

CVE CVE-2021-27231

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-16 04:15:00 UTC

Updated 2021-06-03 16:50:00 UTC

Description Hestia Control Panel 1.3.5 and below, in a shared-hosting environment, sometimes allows remote authenticated users to create a subdomain for a different customer's domain name, leading to spoofing of services or email messages.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hestiacp Control Panel All All All All

Application Hestiacp Control Panel All All All All

References

Reference

Page not found · GitHub · GitHub

Hestia Control Panel

CVE-2021-27231 - Hestia Control Panel 1.4.0 and below - Subdomain Takeover - Improper Privilege Management - Sick Codes - Security Research, Hardware & Software Hacking, Consulting, Linux, IoT, Cloud, Embedded, Arch, Tweaks & Tips!

[BUG] Any user can create a subdomain for any domain using the HestiaCP DNS server even for other users. · Issue #1622 · hestiacp/hestiacp · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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