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Summary

CVE CVE-2021-27293

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-12 11:15:00 UTC

Updated 2021-09-09 12:43:00 UTC

Description RestSharp < 106.11.8-alpha.0.13 uses a regular expression which is vulnerable to Regular Expression Denial of Service (ReDoS) when converting strings into DateTimes. If a server responds with a malicious string, the client using RestSharp will be stuck processing it for an exceedingly long time. Thus the remote server can trigger Denial of Service.

Risk And Classification

Problem Types: CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Restsharp Restsharp 106.11.8 alpha.0.10 All All

Application Restsharp Restsharp 106.11.8 alpha.0.11 All All

Application Restsharp Restsharp 106.11.8 alpha.0.12 All All

Application Restsharp Restsharp 106.11.8 alpha.0.2 All All

Application Restsharp Restsharp 106.11.8 alpha.0.3 All All

Application Restsharp Restsharp 106.11.8 alpha.0.4 All All

Application Restsharp Restsharp 106.11.8 alpha.0.6 All All

Application Restsharp Restsharp 106.11.8 alpha.0.7 All All

Application Restsharp Restsharp 106.11.8 alpha0.10 All All

Application Restsharp Restsharp 106.11.8 alpha0.11 All All

Application Restsharp Restsharp 106.11.8 alpha0.12 All All

Application Restsharp Restsharp 106.11.8 alpha0.2 All All

Application Restsharp Restsharp 106.11.8 alpha0.3 All All

Application Restsharp Restsharp 106.11.8 alpha0.4 All All

Application Restsharp Restsharp 106.11.8 alpha0.6 All All

Application Restsharp Restsharp 106.11.8 alpha0.7 All All

Application Restsharp Restsharp All All All All
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Application Restsharp Restsharp All All All All

References

Reference Source Link Tags

CVE-2021-27293: Fix NewDateRegex · Issue #1556 · restsharp/RestSharp · GitHub MISC github.com

RestSharp MISC restsharp.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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