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Operating System Siemens  Sinamics GI150 Firmware All All All All
Hardware Siemens  Sinamics Gm150 - All All All
Operating System Siemens  Sinamics Gm150 Firmware All All All All
Hardware Siemens  Sinamics Sh150 - All All All
Operating System Siemens  Sinamics Sh150 Firmware All All All All
Hardware Siemens  Sinamics SI150 - All All All
Operating System Siemens  Sinamics SI150 Firmware All All All All
Hardware Siemens  Sinamics Sm120 - All All All
Operating System Siemens  Sinamics Sm120 Firmware All All All All
Hardware Siemens  Sinamics Sm150 - All All All
Hardware Siemens  Sinamics Sm150i - All All All
Operating System Siemens  Sinamics Sm150i Firmware All All All All
Operating System Siemens  Sinamics Sm150 Firmware All All All All
Reference Source Link Tags
cert-portal.siemens.com/productcert/pdf/ssa-286838.pdf MISC cert-portal.siemens.com
cert-portal.siemens.com/productcert/pdf/ssa-538778.pdf MISC cert-portal.siemens.com

Siemens SIMATIC SmartVNC HMI WinCC Products | CISA MISC us-cert.cisa.gov

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590563 Siemens SIMATIC WinCC Products (Update B) Multiple Vulnerabilities (ICSA-21-131-12)

590701 Siemens SINAMICS Medium Voltage Products Remote Access (Update B) Multiple Vulnerabilities (ICSA-21-131-04) (ssa-
286838)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_gl150_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_gm150
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_gm150_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sh150
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sh150_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sl150
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sl150_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm120
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm120_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm150
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm150i
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm150i_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinamics_sm150_firmware
https://cert-portal.siemens.com/productcert/pdf/ssa-286838.pdf
https://cert-portal.siemens.com/productcert/pdf/ssa-538778.pdf
https://us-cert.cisa.gov/ics/advisories/icsa-21-131-12
https://www.cve.org/CVERecord?id=CVE-2021-27383
https://nvd.nist.gov/vuln/detail/CVE-2021-27383
http://cve.report/qid/590563
http://cve.report/qid/590701
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-27383
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


