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Summary

CVE CVE-2021-27384

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-12 14:15:00 UTC

Updated 2021-12-16 18:26:00 UTC

Description A vulnerability has been identified in SIMATIC HMI Comfort Outdoor Panels V15 7\" & 15\" (incl. SIPLUS variants) (All versions < V15.1 Update 6), SIMATIC HMI Comfort Outdoor Panels V16 7\" & 15\" (incl. SIPLUS variants) (All versions < V16 Update 4), SIMATIC HMI Comfort Panels V15 4\" - 22\" (incl. SIPLUS variants) (All versions < V15.1 Update 6), SIMATIC HMI Comfort Panels V16 4\" - 22\" (incl. SIPLUS variants) (All versions < V16 Update 4), SIMATIC HMI KTP Mobile Panels V15 KTP400F, KTP700, KTP700F, KTP900 and KTP900F (All versions < V15.1 Update 6), SIMATIC HMI KTP Mobile Panels V16 KTP400F, KTP700, KTP700F, KTP900 and KTP900F (All versions < V16 Update 4), SIMATIC WinCC Runtime Advanced V15 (All versions < V15.1 Update 6), SIMATIC WinCC Runtime Advanced V16 (All versions < V16 Update 4), SINAMICS GH150 (All versions), SINAMICS GL150 (with option X30) (All versions), SINAMICS GM150 (with option X30) (All versions), SINAMICS SH150 (All versions), SINAMICS SL150 (All versions), SINAMICS SM120 (All versions), SINAMICS SM150 (All versions), SINAMICS SM150i (All versions). SmartVNC has an out-of-bounds memory access vulnerability in the device layout handler, represented by a binary data stream on client side, which can potentially result in code execution.

Risk And Classification

Problem Types: CWE-788

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Hmi Comfort Outdoor Panels 15 - All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 16 All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 16 - All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 15 Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Comfort Outdoor Panels 7 - All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update1 All All

https://cve.report/
https://cve.report/CVE-2021-27384/mitre
https://cve.report/CVE-2021-27384/nist
https://cve.report/CVE-2021-27384/cve_org
https://cve.report/CVE-2021-27384.pdf
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_15_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_7
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_7_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_7_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_hmi_comfort_outdoor_panels_7_firmware


Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 16 - All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Comfort Outdoor Panels 7 Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Comfort Panels 22 - All All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 16 - All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Comfort Panels 22 Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Comfort Panels 4 - All All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 16 - All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Comfort Panels 4 Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp400f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 - All All
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Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 16 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp400f Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp700f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 16 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700f Firmware 16 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 16 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp700 Firmware 16 update3 All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900 - All All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels Ktp900f - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All
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Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 16 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900f Firmware 16 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 update4 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 15.1 update5 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 16 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 16 update1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 16 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Ktp900 Firmware 16 update3 All All

Application Siemens Simatic Wincc Runtime Advanced All All All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 - All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 update1 All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 update2 All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 update3 All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 update4 All All

Application Siemens Simatic Wincc Runtime Advanced 15.1 update5 All All

Application Siemens Simatic Wincc Runtime Advanced 16 - All All

Application Siemens Simatic Wincc Runtime Advanced 16 update1 All All

Application Siemens Simatic Wincc Runtime Advanced 16 update2 All All

Application Siemens Simatic Wincc Runtime Advanced 16 update3 All All

Hardware Siemens Sinamics Gh150 - All All All

Operating System Siemens Sinamics Gh150 Firmware All All All All

Hardware Siemens Sinamics Gl150 - All All All
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Operating System Siemens Sinamics Gl150 Firmware All All All All

Hardware Siemens Sinamics Gm150 - All All All

Operating System Siemens Sinamics Gm150 Firmware All All All All

Hardware Siemens Sinamics Sh150 - All All All

Operating System Siemens Sinamics Sh150 Firmware All All All All

Hardware Siemens Sinamics Sl150 - All All All

Operating System Siemens Sinamics Sl150 Firmware All All All All

Hardware Siemens Sinamics Sm120 - All All All

Operating System Siemens Sinamics Sm120 Firmware All All All All

Hardware Siemens Sinamics Sm150 - All All All

Hardware Siemens Sinamics Sm150i - All All All

Operating System Siemens Sinamics Sm150i Firmware All All All All

Operating System Siemens Sinamics Sm150 Firmware All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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590563 Siemens SIMATIC WinCC Products (Update B) Multiple Vulnerabilities (ICSA-21-131-12)

590701 Siemens SINAMICS Medium Voltage Products Remote Access (Update B) Multiple Vulnerabilities (ICSA-21-131-04) (ssa-
286838)
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