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Summary

CVE CVE-2021-27410

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-11 17:15:00 UTC

Updated 2021-06-24 15:07:00 UTC

Description The affected product is vulnerable to an out-of-bounds write, which may result in corruption of data or code execution on the Welch Allyn medical device management tools (Welch Allyn Service Tool: versions prior to v1.10, Welch Allyn Connex Device Integration Suite – Network Connectivity Engine (NCE): versions prior to v5.3, Welch Allyn Software Development Kit (SDK): versions prior to v3.2, Welch Allyn Connex Central Station (CS): versions prior to v1.8.6, Welch Allyn Service Monitor: versions prior to v1.7.0.0, Welch Allyn Connex Vital Signs Monitor (CVSM): versions prior to v2.43.02, Welch Allyn Connex Integrated Wall System (CIWS): versions prior to v2.43.02, Welch Allyn Connex Spot Monitor (CSM): versions prior to v1.52, Welch Allyn Spot Vital Signs 4400 Device (Spot 4400) / Welch Allyn Spot 4400 Vital Signs Extended Care Device: versions prior to v1.11.00).

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hillrom Connex Central Station All All All All

Application Hillrom Connex Device Integration Suite Network Connectivity Engine All All All All

Application Hillrom Connex Integrated Wall System All All All All

Application Hillrom Connex Spot Monitor All All All All

Application Hillrom Connex Vital Signs Monitor All All All All

Application Hillrom Service Monitor All All All All

Application Hillrom Service Tool All All All All

Application Hillrom Software Development Kit All All All All

Application Hillrom Spot Vital Signs 4400 All All All All

Application Hillrom Spot Vital Signs 4400 All All All All

References

Reference Source Link Tags

Hillrom Medical Device Management | CISA MISC us-cert.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2021-27410/mitre
https://cve.report/CVE-2021-27410/nist
https://cve.report/CVE-2021-27410/cve_org
https://cve.report/api/cve/CVE-2021-27410.json
https://cve.report/CVE-2021-27410.pdf
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/connex_central_station
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/connex_device_integration_suite_network_connectivity_engine
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/connex_integrated_wall_system
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/connex_spot_monitor
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/connex_vital_signs_monitor
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/service_monitor
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/service_tool
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/software_development_kit
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/spot_vital_signs_4400
http://cve.report/vendor/hillrom
http://cve.report/software/hillrom/spot_vital_signs_4400
https://us-cert.cisa.gov/ics/advisories/icsma-21-152-01
https://www.cve.org/CVERecord?id=CVE-2021-27410
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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