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GE UR firmware versions prior to version 8.1x web server task does not properly handle receipt of unsupported HTTP verb:
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Hardware Ge Multilin F60 - All All All
Operating System Ge Multilin F60 Firmware All All All All
Hardware Ge Multilin G30 - All All All
Operating System Ge Multilin G30 Firmware All All All All
Hardware Ge Multilin G60 - All All All
Operating System Ge Multilin G60 Firmware All All All All
Hardware Ge Multilin L30 - All All All
Operating System Ge Multilin L30 Firmware All All All All
Hardware Ge Multilin L60 - All All All
Operating System Ge Multilin L60 Firmware All All All All
Hardware Ge Multilin L90 - All All All
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Reference Source Link Tags

GE UR family | CISA CONFIRM WWW.Cisa.gov

Grid Passport Login : GE Grid Solutions CONFIRM www.gegridsolutions.com

CVE Program record CVE.ORG WWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: SCADA-X, DOE’s Cyber Testing for Resilient Industrial Control Systems
(CyTRICS) program, Verve Industrial, and VuMetric reported these vulnerabilities to GE.

There are currently no legacy QID mappings associated with this CVE.
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