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Summary

CVE CVE-2021-27516

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-22 00:15:00 UTC

Updated 2022-11-29 15:01:00 UTC

Description URI.js (aka urijs) before 1.19.6 mishandles certain uses of backslash such as http:\/ and interprets the URI as a relative path.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Uri.js Project Uri.js All All All All

Application Urijs Project Urijs All All All All

Application Urijs Project Urijs All All All All

References

Reference Source Link

advisory.checkmarx.net/advisory/CX-2021-4305 MISC advisory.checkmarx.net

fix(parse): treat backslash as forwardslash in scheme delimiter · medialize/URI.js@a1ad8bc · GitHub MISC github.com

Release 1.19.6 (February 13th 2021) · medialize/URI.js · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982825 Nodejs (npm) Security Update for urijs (GHSA-p6j9-7xhc-rhwp)

https://cve.report/
https://cve.report/CVE-2021-27516/mitre
https://cve.report/CVE-2021-27516/nist
https://cve.report/CVE-2021-27516/cve_org
https://cve.report/api/cve/CVE-2021-27516.json
https://cve.report/CVE-2021-27516.pdf
http://cve.report/vendor/uri.js_project
http://cve.report/software/uri.js_project/uri.js
http://cve.report/vendor/urijs_project
http://cve.report/software/urijs_project/urijs
http://cve.report/vendor/urijs_project
http://cve.report/software/urijs_project/urijs
https://advisory.checkmarx.net/advisory/CX-2021-4305
https://github.com/medialize/URI.js/commit/a1ad8bcbc39a4d136d7e252e76e957f3ece70839
https://github.com/medialize/URI.js/releases/tag/v1.19.6
https://www.cve.org/CVERecord?id=CVE-2021-27516
https://nvd.nist.gov/vuln/detail/CVE-2021-27516
http://cve.report/qid/982825
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