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Summary

CVE CVE-2021-27549

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-22 17:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description ** DISPUTED ** Genymotion Desktop through 3.2.0 leaks the host's clipboard data to the Android application by default. NOTE: the vendor's position is that this is intended behavior that can be changed through the Settings > Device screen.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Genymobile Genymotion Desktop All All All All

References

Reference

misc/clipwatch at main · eybisi/misc · GitHub

Download Genymotion Desktop – Android Emulator

Genymotion Clipboard Bug ? - YouTube

Genymotion Desktop | Configuration and Controls

Ahmet Bilal Can Twitterissä: "I know from my daily work, probably most analysts do the same: I open genymotion and never close in daily basis. Cant imagine how much information can be leaked from just by following copied texts."

Ahmet Bilal Can Twitterissä: "disable it : https://t.co/hfHC6FIImn… "

Ahmet Bilal Can auf Twitter: "Did you know Genymotion has access to host's clipboard by default ? Be careful! Malware can take your clipboard data when you copy something AND change the clipboard data anytime. https://t.co/N8vT4zsFhg https://t.co/saY5tKh84Q"

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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