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Summary

CVE CVE-2021-27568

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-23 02:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description An issue was discovered in netplex json-smart-v1 through 2015-10-23 and json-smart-v2 through 2.4. An exception is thrown from a function, but it is not caught, as demonstrated by NumberFormatException. When it is not caught, it may cause programs using the library to crash or expose sensitive information.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Json-smart Project Json-smart-v1 All All All All

Application Json-smart Project Json-smart-v1 All All All All

Application Json-smart Project Json-smart-v2 All All All All

Application Json-smart Project Json-smart-v2 All All All All

Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All

Application Oracle Oss Support Tools All All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All

Application Oracle Utilities Framework 4.4.0.0.0 All All All

Application Oracle Utilities Framework 4.4.0.2.0 All All All

Application Oracle Utilities Framework 4.4.0.3.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All

Application Oracle Weblogic Server 14.1.1.0.0 All All All
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Uncaught Exception in Parser · Issue #60 · netplex/json-smart-v2 · GitHub

Uncaught Exception in Parser · Issue #7 · netplex/json-smart-v1 · GitHub

Oracle Critical Patch Update Advisory - April 2022

[druid-commits] 20210712 [GitHub] [druid] zachjsh merged pull request #11438: Suppress CVE-2021-27568 from json-smart 2.3 dependency

Oracle Critical Patch Update Advisory - July 2021

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - January 2022

[druid-commits] 20210712 [druid] branch master updated: Suppress CVE-2021-27568 from json-smart 2.3 dependency (#11438)

[druid-commits] 20210712 [GitHub] [druid] zachjsh opened a new pull request #11438: Suppress CVE-2021-27568 from json-smart 2.3 dependency

Pony Mail!

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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375720 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUJUL2021)

87478 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2022)

87489 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2022)

981949 Java (maven) Security Update for net.minidev:json-smart-mini (GHSA-v528-7hrm-frqp)
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