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CVE CVE-2021-27578
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-02 17:15:00 UTC
Updated 2023-11-24 14:15:00 UTC
Description Cross Site Scripting vulnerability in markdown interpreter of Apache Zeppelin allows an attacker to inject malicious scripts. ~
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Zeppelin All All All All

Reference Source Link

Pony Mail! MLIST lists.apache.
[announce] 20210902 CVE-2021-27578: Apache Zeppelin: Cross Site Scripting in markdown interpreter lists.apache.
Pony Mail! MLIST lists.apache.
[zeppelin-users] 20210928 Re: CVE-2021-27578: Apache Zeppelin: Cross Site Scripting in markdown interpreter lists.apache.(
Pony Mail! MLIST lists.apache.
Pony Mail! MISC lists.apache.
oss-security - CVE-2021-27578: Apache Zeppelin: Cross Site Scripting in markdown interpreter MLIST WWW.0Openwe
Zeppelin: Multiple Vulnerabilities (GLSA 202311-04) — Gentoo security security.gent
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
« a0 |

Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2021-27578/mitre
https://cve.report/CVE-2021-27578/nist
https://cve.report/CVE-2021-27578/cve_org
https://cve.report/api/cve/CVE-2021-27578.json
https://cve.report/CVE-2021-27578.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/zeppelin
https://lists.apache.org/thread.html/r90590aa5ea788128ecc2e822e1e64d5200b4cb92b06707b38da4cb3d@%253Cusers.zeppelin.apache.org%253E
https://lists.apache.org/thread.html/r90590aa5ea788128ecc2e822e1e64d5200b4cb92b06707b38da4cb3d%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r90590aa5ea788128ecc2e822e1e64d5200b4cb92b06707b38da4cb3d@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r31012f2c8e39a5e12e14c1de030012cb8b51c037d953d73b291b7b50%2540%253Cusers.zeppelin.apache.org%253E
https://lists.apache.org/thread.html/r31012f2c8e39a5e12e14c1de030012cb8b51c037d953d73b291b7b50@%253Cusers.zeppelin.apache.org%253E
https://lists.apache.org/thread.html/r90590aa5ea788128ecc2e822e1e64d5200b4cb92b06707b38da4cb3d%2540%253Cusers.zeppelin.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/09/02/3
https://security.gentoo.org/glsa/202311-04
https://www.cve.org/CVERecord?id=CVE-2021-27578
https://nvd.nist.gov/vuln/detail/CVE-2021-27578

LEGACY: Apache Zeppelin would like to thank Paulo Pacheco for reporting this issue

Legacy QID Mappings

710787 Gentoo Linux Zeppelin Multiple Vulnerabilities (GLSA 202311-04)

730205 Apache Zeppelin Multiple Vulnerabilities

980639 Java (maven) Security Update for org.apache.zeppelin:zeppelin (GHSA-mf7q-gw5f-q8jj)
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