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Summary

CVE CVE-2021-27619

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-11 15:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description SAP Commerce (Backoffice Search), versions - 1808, 1811, 1905, 2005, 2011, allows a low privileged user to search for attributes which are not supposed to be displayed to them. Although the search results are masked, the user can iteratively enter one character at a time to search and determine the masked attribute value thereby leading to information disclosure.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Commerce 1808 All All All

Application Sap Commerce 1811 All All All

Application Sap Commerce 1905 All All All

Application Sap Commerce 2005 All All All

Application Sap Commerce 2011 All All All

References

Reference Source Link Tags

launchpad.support.sap.com MISC launchpad.support.sap.com

SAP Security Patch Day – May 2021 - Product Security Response at SAP - Community Wiki MISC wiki.scn.sap.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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