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CVE CVE-2021-27622
State PUBLIC
Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 14:15:00 UTC
Updated 2022-10-31 14:47:00 UTC
Description SAP Internet Graphics Service, versions - 7.20,7.20EXT,7.53,7.20_EX2,7.81, allows an unauthenticated attacker after retris
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sap Netweaver As Internet Graphics Server 7.20 All All All
Application Sap Netweaver As Internet Graphics Server 7.20ex2 All All All
Application Sap Netweaver As Internet Graphics Server 7.20ext All All All
Application Sap Netweaver As Internet Graphics Server 7.53 All All All
Application Sap Netweaver As Internet Graphics Server 7.81 All All All
Reference

Full Disclosure: Onapsis Security Advisory 2021-0019: [Multiple CVEs] Memory Corruption vulnerability in SAP NetWeaver ABAP IGS service
launchpad.support.sap.com

SAP Security Patch Day — June 2021 - Product Security Response at SAP - Community Wiki

SAP NetWeaver ABAP IGS Memory Corruption = Packet Storm

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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