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avssanvncrernunsucnian — Gertain versions of Netweaver As Internet Graphics Server from Sap

contain the following vulnerability:

SAP Internet Graphics Service, versions -
7.20,7.20EXT,7.53,7.20_EX2,7.81, allows an unauthenticated attacker
after retrieving an existing system state value can submit a malicious
IGS request over a network which due to insufficient input validation in

method CXmlUtility::CheckLength() which will trigger an internal
memory corruption error in the system causing the system to crash and rendering it
unavailable. In this attack, no data in the system can be viewed or modified.

CVE-2021-27623 has been assigned by = cna@sap.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: =7 SAP SE -

Affected Vendor/Software: =z SAP SE -

Affected Vendor/Software: =z SAP SE -

Affected Vendor/Software: =7 SAP SE -

Affected Vendor/Software: =z SAP SE -

SAP Internet Graphics Service version 7.20

SAP Internet Graphics Service version 7.20EXT

SAP Internet Graphics Service version 7.53

SAP Internet Graphics Service version 7.20_EX2

SAP Internet Graphics Service version 7.81

CVSS3 Score: _

Access
Vector

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK HiGH, [ NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVSS2 Score: 4.3-MEDIUM
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There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type

Application
Application
Application
Application

Application

Vendor
Sap
Sap
Sap
Sap

Sap

Product Version Update Edition
Netweaver As Internet Graphics Server 7.20 All All
Netweaver As Internet Graphics Server 7.20ex2 All All
Netweaver As Internet Graphics Server 7.20ext All All
Netweaver As Internet Graphics Server 7.53 All All
Netweaver As Internet Graphics Server 7.81 All All

Kk kKK kLK,

cpe:2.3:a:sap:netweaver_as_internet_graphics_server:7.20:* " "

dkk ok kakakak.

cpe:2.3:a:sap:netweaver_as_internet_graphics_server:7.20ex2:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:a:sap:netweaver_as_internet_graphics_server:7.53:*:****

KKk KKKk,

cpe:2.3:a:sap:netweaver_as_internet_graphics_server:7.81:*:****

Description Tags Link
= MiSC
launchpad.support.sap.com/#/notes/3021050
SAP Security Patch Day — June 2021 - Product Security MISC
Response at SAP - Community Wiki

wiki.scn.sap.com/wiki/pages/viewpage.action?

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Language
All
All
All
All

All

No vendor comments have been submitted for this CVE
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