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Description

CVE-2021-27653

PUBLIC

security@pega.com

CVE Program / NVD first with legacy fallback
2021-04-01 19:15:00 UTC

2022-04-25 20:13:00 UTC

Misconfiguration of the Pega Chat Access Group portal in Pega platform 7.4.0 - 8.5.x could lead to unintended data exposu

4 [#

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pega Infinity All All All All

Reference Source Link Tags

Pega Security Advisory — B21 | Collaboration Center MISC collaborate.pega.com

Census Vulnerability Exposes 10k OAuth Tokens, Thousands of User Records — @rej_ex MISC robertwillishacking.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical.
4] |

Vendor Comments And Credit

Discovery Credit

LEGACY: Sakura Samurai Robert Willis, Aubrey Cottle, Jackson Henry, and John Jackson,
Collaborator Break3r

There are currently no legacy QID mappings associated with this CVE.
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