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CVE CVE-2021-27668
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-31 18:15:00 UTC
Updated 2022-09-08 21:48:00 UTC
Description HashiCorp Vault Enterprise 0.9.2 through 1.6.2 allowed the read of license metadata from DR secondaries without authenti
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Vault All All All All
Reference S¢

HCSEC-2021-05 - Vault Enterprise’s DR Secondaries Exposed License Metadata Without Authentication - Security - HashiCorp Discuss M

HashiCorp Vault: Multiple Vulnerabilities (GLSA 202207-01) — Gentoo security Gl
CVE Program record C
NVD vulnerability detail N
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

501705 Alpine Linux Security Update for vault
5019383 Alpine Linux Security Update for vault
690215 Free Berkeley Software Distribution (FreeBSD) Security Update for vault (52bd2d59-4ab5-4bef-a599-7aac4e92238b)

710575 Gentoo Linux HashiCorp Vault Multiple Vulnerabilities (GLSA 202207-01)
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