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Summary

CVE CVE-2021-27786

State PUBLIC

Assigner psirt@hcl.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 17:15:00 UTC

Updated 2022-06-16 17:05:00 UTC

Description Cross-origin resource sharing (CORS) enables browsers to perform cross domain requests in a controlled manner. This request has an Origin header that identifies the domain that is making the initial request and defines the protocol between a browser and server to see if the request is allowed. An attacker can take advantage of this and possibly carry out privileged actions and access sensitive information when the Access-Control-Allow-Credentials is enabled.

Risk And Classification

Problem Types: CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hcltech Onetest Server 10.0 All All All

Application Hcltech Onetest Server 10.1 All All All

Application Hcltech Onetest Server 10.2 All All All

References

Reference

Security Bulletin: HCL OneTest Server is vulnerable to Cross Origin Resource Sharing: Arbitrary Origin Trusted (CVE-2021-27786) - Customer Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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