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CVE CVE-2021-27853
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-27 18:15:00 UTC
Updated 2022-11-16 17:26:00 UTC
Description Layer 2 network filtering capabilities such as IPv6 RA guard or ARP inspection can be bypassed using combinations of VLA

/ |

1|

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update  Edition Language
Hardware Cisco Catalyst 3650-12x48fd-e - All All All
Hardware Cisco Catalyst 3650-12x48fd-| - All All All
Hardware Cisco Catalyst 3650-12x48fd-s - All All All
Hardware Cisco Catalyst 3650-12x48uqg-e - All All All
Hardware Cisco Catalyst 3650-12x48ug-I - All All All
Hardware Cisco Catalyst 3650-12x48uqg-s - All All All
Hardware Cisco Catalyst 3650-12x48ur-e - All All All
Hardware Cisco Catalyst 3650-12x48ur-| - All All All
Hardware Cisco Catalyst 3650-12x48ur-s - All All All
Hardware Cisco Catalyst 3650-12x48uz-e - All All All
Hardware Cisco Catalyst 3650-12x48uz-| - All All All
Hardware Cisco Catalyst 3650-12x48uz-s - All All All
Hardware Cisco Catalyst 3650-24pd-e - All All All
Hardware Cisco Catalyst 3650-24pd-I - All All All
Hardware Cisco Catalyst 3650-24pd-s - All All All
Hardware Cisco Catalyst 3650-24pdm-e - All All All
Hardware Cisco Catalyst 3650-24pdm-| - All All All
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http://cve.report/software/cisco/nexus_9536pq_firmware
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http://cve.report/software/cisco/nexus_9636pq
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9800_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_x9636q-r
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_x9636q-r_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf-500-24mp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf-500-24mp_firmware
http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-24p_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-24_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-48
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-48mp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-48mp_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sf500-48_firmware
http://cve.report/vendor/cisco
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http://cve.report/software/cisco/sg500-52
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http://cve.report/software/cisco/sg500-52mp_firmware

naruwaie UisGU SyYVUU-Lp - A Al Al
Operating System Cisco Sg500-52p Firmware 3.0.0.61 All All All
Operating System Cisco Sg500-52 Firmware 3.0.0.61 All All All
Hardware Cisco Sg500x-24 - All All All
Hardware Cisco Sg500x-24mpp - All All Al
Operating System Cisco Sg500x-24mpp Firmware 3.0.0.61 All All All
Hardware Cisco Sg500x-24p - All All All
Operating System Cisco Sg500x-24p Firmware 3.0.0.61 All All All
Operating System Cisco Sg500x-24 Firmware 3.0.0.61 All All All
Hardware Cisco Sg500x-48 - All All All
Hardware Cisco Sg500x-48mpp - All All All
Operating System Cisco Sg500x-48mpp Firmware 3.0.0.61 All All All
Hardware Cisco Sg500x-48p - All All All
Operating System Cisco Sg500x-48p Firmware 3.0.0.61 All All All
Operating System Cisco Sg500x-48 Firmware 3.0.0.61 All All All
Application leee leee 802.2 All All All All
Application letf P802.1q All All All All
Reference Source Link
20220927 Vulnerabilities in Layer 2 Network Security Controls Affecting Cisco Products: September 2022  CISCO tools.cisco.com
IEEE SA - IEEE/ISO 802.2-1989 CONFIRM standards.ieee.org
VU#855201 - L2 network security controls can be bypassed using VLAN 0 stacking and/or 802.3 headers  MISC kb.cert.org
draft-ietf-v6ops-ra-guard-08 - IPv6 Router Advertisement Guard CONFIRM datatracker.ietf.org
Layer 2 network security bypass using VLAN 0, LLC/SNAP headers and invalid length | blog.champtar.fr MISC blog.champtar.fr
IEEE SA - IEEE P802.1Q CONFIRM standards.ieee.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
l
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Discovery Credit

LEGACY: Etienne Champetier (@champtar) <champetier.etienne@gmail.com>

Legacy QID Mappings

317246 Cisco Small Business Switches Bypass Configured First-hop Security (FHS) Vulnerability (cisco-sa-VU855201-J3z8 CKTX)

217240 Ciern Nlaviie Nnaratina Quetam INIXY.NQ\ Qnafhwara Quiitrhae Runace Manfiniirad Firet-han Qaciiriby (FHQ) \/iilnarahilihy (riern_cal
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http://cve.report/software/cisco/sg500x-24
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-24mpp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-24mpp_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-24p
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-24p_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-24_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48mpp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48mpp_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48p
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48p_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/sg500x-48_firmware
http://cve.report/vendor/ieee
http://cve.report/software/ieee/ieee_802.2
http://cve.report/vendor/ietf
http://cve.report/software/ietf/p802.1q
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-VU855201-J3z8CKTX
https://standards.ieee.org/ieee/802.2/1048/
https://kb.cert.org/vuls/id/855201
https://datatracker.ietf.org/doc/draft-ietf-v6ops-ra-guard/08/
https://blog.champtar.fr/VLAN0_LLC_SNAP/
https://standards.ieee.org/ieee/802.1Q/10323/
https://www.cve.org/CVERecord?id=CVE-2021-27853
https://nvd.nist.gov/vuln/detail/CVE-2021-27853
http://cve.report/qid/317246
http://cve.report/qid/317249

VU ETU WIOUU TVUAUD WNUITULITY WYOLUTTT T/ WU UUTLITAUTG UWILUT U Y NUOO WUTIHIYUTUU T 0L IV WUUUTILY (1 1Y) VUV ALY \(VIDUU ou

VU855201-J3z8CKTX)

317251 Cisco Industrial Ethernet Switches Bypass Configured First-hop Security (FHS) Vulnerability (cisco-sa-VU855201-J3z8CKTX)

317252 Cisco Catalyst 6500 and 6800 Series Switches Bypass Configured First-hop Security (FHS) Vulnerability (cisco-sa-VU855201-
J3z8CKTX)

317262 Cisco Catalyst 4500 Internetwork Operating System (I0S) -XE Switches Bypass Configured First-hop Security (FHS)
Vulnerability (cisco-sa-VU855201-J3z8 CKTX)

317263 Cisco Internetwork Operating System (I0S) XE Switches Bypass Configured First-hop Security (FHS) Vulnerability (cisco-sa-
VU855201-J3z8CKTX)

317264 Cisco Internetwork Operating System (I0S) XE Switches Bypass Configured First-hop Security (FHS) Vulnerability (cisco-sa-
VU855201-J3z8CKTX) (CSCwb01481)

43997 Arista EOS Multiple Vulnerabilities (SA0080)
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