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CVE-2021-27856 - advisory for FPSA002

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Ipvpn from Fatpipeinc contain the following
vulnerability:

FatPipe WARP, IPVPN, and MPVPN software prior to versions
10.1.2r60p91 and 10.2.2r42 includes an account named "cmuser" that
has administrative privileges and no password. Older versions of
FatPipe software may also be vulnerable. The FatPipe advisory
identifier for this vulnerability is FPSA002.

CVSS3 Score: 9.8 - CRITICAL
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CVSS2 Score: 7.5 - HIGH
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PARTIAL PARTIAL PARTIAL

CVE References

Description Tags Link

Zero Science Lab » FatPipe Networks WARP/IPVPN/MPVPN
10.2.2 Hidden Backdoor Account (Write Access)

www.zeroscience.mk

text/html

 MISC
www.zeroscience.mk/en/vulnerabilities/ZSL-
2021-5684.php

CVE-2021-27856 has been assigned by  cert@cert.org to track the vulnerability - currently rated as CRITICAL  severity.

�

 �

�

https://cve.report/
https://cve.report/CVE-2021-27856/mitre
https://cve.report/CVE-2021-27856/nist
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https://cve.report/CVE-2021-27856.pdf
http://cve.report/software/fatpipeinc/ipvpn
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http://cve.report/glossary/cvss-2-score-details/
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Technical Support - FatPipe Networks www.fatpipeinc.com

text/html

 CONFIRM www.fatpipeinc.com/support/cve-
list.php

www.zeroscience.mk

text/plain

 MISC
www.zeroscience.mk/codes/fatpipe_backdoor.txt

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Fatpipeinc Ipvpn - All All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p10 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p13 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p32 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p35 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p45 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p55 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p58 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p58s1 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p65 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p71 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.1.2 r60p82 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.2.2 r10 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.2.2 r25 All All

Operating
System

Fatpipeinc Ipvpn Firmware 10.2.2 r38 All All

Operating
System

Fatpipeinc Ipvpn Firmware 5.2.0 r34 All All
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Operating
System

Fatpipeinc Ipvpn Firmware 6.1.2 r70p26 All All

Operating
System

Fatpipeinc Ipvpn Firmware 6.1.2 r70p45-m All All

Operating
System

Fatpipeinc Ipvpn Firmware 6.1.2 r70p75-m All All

Operating
System

Fatpipeinc Ipvpn Firmware 7.1.2 r39 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r129 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r144 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r150 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r156 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p12 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p16 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p17 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p2 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p20 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p26 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r161p3 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r164 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r164p4 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r164p5 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r165 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r180p2 All All

Operating
System

Fatpipeinc Ipvpn Firmware 9.1.2 r185 All All

Hardware Fatpipeinc Mpvpn - All All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p10 All All

Operating Fatpipeinc Mpvpn Firmware 10.1.2 r60p13 All All
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Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p13 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p32 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p35 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p45 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p55 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p58 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p58s1 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p65 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p71 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.1.2 r60p82 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.2.2 r10 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.2.2 r25 All All

Operating
System

Fatpipeinc Mpvpn Firmware 10.2.2 r38 All All

Operating
System

Fatpipeinc Mpvpn Firmware 5.2.0 r34 All All

Operating
System

Fatpipeinc Mpvpn Firmware 6.1.2 r70p26 All All

Operating
System

Fatpipeinc Mpvpn Firmware 6.1.2 r70p45-m All All

Operating
System

Fatpipeinc Mpvpn Firmware 6.1.2 r70p75-m All All

Operating
System

Fatpipeinc Mpvpn Firmware 7.1.2 r39 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r129 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r144 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r150 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r156 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p12 All All

Operating Fatpipeinc Mpvpn Firmware 9.1.2 r161p16 All All
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Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p16 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p17 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p2 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p20 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p26 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r161p3 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r164 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r164p4 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r164p5 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r165 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r180p2 All All

Operating
System

Fatpipeinc Mpvpn Firmware 9.1.2 r185 All All

Hardware Fatpipeinc Warp - All All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p10 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p13 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p32 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p35 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p45 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p55 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p58 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p58s1 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p65 All All

Operating
System

Fatpipeinc Warp Firmware 10.1.2 r60p71 All All

Operating Fatpipeinc Warp Firmware 10.1.2 r60p82 All All
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System

Operating
System

Fatpipeinc Warp Firmware 10.2.2 r10 All All

Operating
System

Fatpipeinc Warp Firmware 10.2.2 r25 All All

Operating
System

Fatpipeinc Warp Firmware 10.2.2 r38 All All

Operating
System

Fatpipeinc Warp Firmware 5.2.0 r34 All All

Operating
System

Fatpipeinc Warp Firmware 6.1.2 r70p26 All All

Operating
System

Fatpipeinc Warp Firmware 6.1.2 r70p45-m All All

Operating
System

Fatpipeinc Warp Firmware 6.1.2 r70p75-m All All

Operating
System

Fatpipeinc Warp Firmware 7.1.2 r39 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r129 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r144 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r150 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r156 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p12 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p16 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p17 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p2 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p20 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p26 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r161p3 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r164 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r164p4 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r164p5 All All

Operating Fatpipeinc Warp Firmware 9.1.2 r165 All All
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Operating
System

Fatpipeinc Warp Firmware 9.1.2 r165 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r180p2 All All

Operating
System

Fatpipeinc Warp Firmware 9.1.2 r185 All All
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cpe:2.3:o:fatpipeinc:ipvpn_firmware:5.2.0:r34:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:6.1.2:r70p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:6.1.2:r70p45-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:6.1.2:r70p75-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:7.1.2:r39:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r129:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r144:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r150:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r156:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p12:*:*:*:*:*:*:

http://cve.report/vendor/fatpipeinc
http://cve.report/software/fatpipeinc/warp_firmware
http://cve.report/vendor/fatpipeinc
http://cve.report/software/fatpipeinc/warp_firmware


cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p16:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p17:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p20:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r161p3:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r164:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r164p4:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r164p5:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r165:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r180p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:ipvpn_firmware:9.1.2:r185:*:*:*:*:*:*:

cpe:2.3:h:fatpipeinc:mpvpn:-:*:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p10:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p13:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p32:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p35:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p45:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p55:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p58:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p58s1:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p65:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p71:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.1.2:r60p82:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.2.2:r10:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.2.2:r25:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:10.2.2:r38:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:5.2.0:r34:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:6.1.2:r70p26:*:*:*:*:*:*:



cpe:2.3:o:fatpipeinc:mpvpn_firmware:6.1.2:r70p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:6.1.2:r70p45-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:6.1.2:r70p75-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:7.1.2:r39:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r129:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r144:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r150:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r156:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p12:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p16:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p17:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p20:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r161p3:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r164:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r164p4:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r164p5:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r165:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r180p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:mpvpn_firmware:9.1.2:r185:*:*:*:*:*:*:

cpe:2.3:h:fatpipeinc:warp:-:*:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p10:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p13:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p32:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p35:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p45:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p55:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p58:*:*:*:*:*:*:



cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p58s1:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p65:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p71:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.1.2:r60p82:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.2.2:r10:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.2.2:r25:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:10.2.2:r38:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:5.2.0:r34:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:6.1.2:r70p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:6.1.2:r70p45-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:6.1.2:r70p75-m:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:7.1.2:r39:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r129:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r144:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r150:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r156:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p12:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p16:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p17:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p20:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p26:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r161p3:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r164:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r164p4:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r164p5:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r165:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r180p2:*:*:*:*:*:*:

cpe:2.3:o:fatpipeinc:warp_firmware:9.1.2:r185:*:*:*:*:*:*:
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