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Summary

CVE CVE-2021-27913

State PUBLIC

Assigner security@mautic.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-30 16:15:00 UTC

Updated 2021-09-03 16:43:00 UTC

Description The function mt_rand is used to generate session tokens, this function is cryptographically flawed due to its nature being one pseudorandomness, an attacker can take advantage of the cryptographically insecure nature of this function to enumerate session tokens for accounts that are not under his/her control This issue affects: Mautic Mautic versions prior to 3.3.4; versions prior to 4.0.0.

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acquia Mautic All All All All

Application Acquia Mautic 4.0.0 alpha1 All All

Application Acquia Mautic 4.0.0 beta All All

Application Acquia Mautic 4.0.0 rc All All

References

Reference Source Link Tags

Use of a Broken or Risky Cryptographic Algorithm · Advisory · mautic/mautic · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Reported by Michael Rowley https://github.com/michaellrowley, Fixed by Mohit
Aghera https://github.com/mohit-rocks

There are currently no legacy QID mappings associated with this CVE.
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