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Summary

CVE CVE-2021-27965

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-05 02:15:00 UTC

Updated 2021-03-16 12:49:00 UTC

Description The MsIo64.sys driver before 1.1.19.1016 in MSI Dragon Center before 2.0.98.0 has a buffer overflow that allows privilege escalation via a crafted 0x80102040, 0x80102044, 0x80102050, or 0x80102054 IOCTL request.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Msi Dragon Center All All All All

References

Reference Source Link Tags

Get MSI Dragon Center - Microsoft Store MISC www.microsoft.com Patch, Vendor Advisory

Page not found · GitHub · GitHub MISC github.com Broken Link, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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