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Summary

CVE CVE-2021-28052

State PUBLIC

Assigner hirt@hitachi.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-26 16:15:00 UTC

Updated 2022-09-28 13:39:00 UTC

Description A tenant administrator Hitachi Content Platform (HCP) may modify the configuration in another tenant without authorization, potentially allowing unauthorized access to data in the other tenant. Also, a tenant user (non-administrator) may view configuration in another tenant without authorization. This issue affects: Hitachi Vantara Hitachi Content Platform versions prior to 8.3.7; 9.0.0 versions prior to 9.2.3.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitach Vantara All All All All

References

Reference Source

HCP Multitenancy Vulnerability - Hitachi Vantara Knowledge MISC

hitachi-sec-2021-604 : Hitachi Content Platform Information Disclosure Vulnerability : Hitachi Incident Response Team : Hitachi MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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