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Summary

CVE CVE-2021-28098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-14 15:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description An issue was discovered in Forescout CounterACT before 8.1.4. A local privilege escalation vulnerability is present in the logging function. SecureConnector runs with administrative privileges and writes logs entries to a file in %PROGRAMDATA%\ForeScout SecureConnector\ that has full permissions for the Everyone group. Using a symbolic link allows an attacker to point the log file to a privileged location such as %WINDIR%\System32. The resulting log file adopts the file permissions of the source of the symbolic link (in this case, the Everyone group). The log file in System32 can be replaced and renamed with a malicious DLL for DLL hijacking.

Risk And Classification

Problem Types: CWE-59 | CWE-427 | CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Forescout Counteract All All All All

References

Reference Source Link Tags

docs.forescout.com MISC docs.forescout.com

ForeScout Secure Connector Local Privilege Escalation — Adversis MISC www.adversis.io

ForeScout Secure Connector Local Privilege Escalation – Jordan Potti – Security Things MISC jordanpotti.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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