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CVE CVE-2021-28133
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2021-03-18 14:15:00 UTC
Updated 2021-03-26 13:20:00 UTC
Description Zoom through 5.5.4 sometimes allows attackers to read private information on a participant's screen, even though the partic
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Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Zoom Zoom All All All

Language

All

References

Reference

Security Bulletin

Zoom 5.4.3 (54779.1115) / 5.5.4 (13142.0301) Information Disclosure =~ Packet Storm

Zoom Unintended Screen Sharing Issue (CVE-2021-28133) - YouTube

Full Disclosure: [SYSS-2020-044]: Zoom - Exposure of Resource to Wrong Sphere (CWE-668) (CVE-2021-28133)
www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2020-044..txt

New Zoom Screen-Sharing Bug Lets Other Users Access Restricted Apps

SYSS-2020-044: Sicherheitsproblem in Screen Sharing-Funktionalitat von Zoom

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

Source Link
MISC zoom.us
MISC packetstor
MISC www.youtt

FULLDISC seclists.ort

MISC WWW.SYSS.
MISC thehackerr
MISC WWW.SYSS.

CVE.ORG www.cve.c

NVD nvd.nist.gc
1|

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-28133/mitre
https://cve.report/CVE-2021-28133/nist
https://cve.report/CVE-2021-28133/cve_org
https://cve.report/api/cve/CVE-2021-28133.json
https://cve.report/CVE-2021-28133.pdf
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom
https://zoom.us/trust/security/security-bulletin
http://packetstormsecurity.com/files/161897/Zoom-5.4.3-54779.1115-5.5.4-13142.0301-Information-Disclosure.html
https://www.youtube.com/watch?v=SonmmgQlLzg
http://seclists.org/fulldisclosure/2021/Mar/48
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2020-044.txt
https://thehackernews.com/2021/03/new-zoom-screen-sharing-bug-lets-other.html
https://www.syss.de/pentest-blog/syss-2020-044-sicherheitsproblem-in-screen-sharing-funktionalitaet-von-zoom-cve-2021-28133
https://www.cve.org/CVERecord?id=CVE-2021-28133
https://nvd.nist.gov/vuln/detail/CVE-2021-28133
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