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Summary

CVE CVE-2021-28271

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-27 13:15:00 UTC

Updated 2021-09-23 14:27:00 UTC

Description Soyal Technologies SOYAL 701Server 9.0.1 suffers from an elevation of privileges vulnerability which can be used by an authenticated user to change the executable file with a binary choice. The vulnerability is due to improper permissions with the 'F' flag (Full) for 'Everyone'and 'Authenticated Users' group.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Soyal 701client 9.0.1 All All All

Application Soyal 701clientsql All All All All

Application Soyal 701server All All All All

Application Soyal 701serversql All All All All

References

Reference Source Link Tags

Zero Science Lab MISC www.zeroscience.mk

Zero Science Lab » SOYAL 701Server 9.0.1 Insecure Permissions MISC www.zeroscience.mk

SOYAL 701 Server 9.0.1 - Insecure Permissions - Windows local Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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