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Summary

CVE CVE-2021-28488

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:42:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Ericsson Network Manager (ENM) before 21.2 has incorrect access-control behavior (that only affects the level of access available to persons who were already granted a highly privileged role). Users in the same AMOS authorization group can retrieve managed-network data that was not set to be accessible to the entire group (i.e., was only set to be accessible to a subset of that group).

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ericsson Network Manager All All All All

References

Reference Source Link Tags

Ericsson PSIRT | Product Security Incident Response Team MISC www.ericsson.com

Ericsson - Helping to shape a world of communication MISC www.ericsson.com

www.gruppotim.it/it/footer/red-team.html MISC www.gruppotim.it

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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