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Summary

CVE CVE-2021-28657

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-31 08:15:00 UTC

Updated 2023-11-07 03:32:00 UTC

Description A carefully crafted or corrupt file may trigger an infinite loop in Tika's MP3Parser up to and including Tika 1.25. Apache Tika users should upgrade to 1.26 or later.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tika All All All All

Operating System Oracle Communications Messaging Server 8.1 All All All

Application Oracle Healthcare Foundation 7.3.0 All All All

Application Oracle Healthcare Foundation 8.0.0 All All All

Application Oracle Healthcare Foundation 8.1.0 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 20.12 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All

Application Oracle Webcenter Portal 12.2.1.4.0 All All All

References

Reference Source

Pony Mail! MLIST

[james-notifications] 20210501 [GitHub] [james-project] chibenwa opened a new pull request #414: [UPGRADE] Adopt Apache Tika 1.26
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CVE-2021-28657 Apache Tika Vulnerability in NetApp Products | NetApp Product Security CONFIRM

Oracle Critical Patch Update Advisory - October 2021 MISC

Pony Mail! MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Tika would like to thank Khaled Nassar for reporting this issue.

Legacy QID Mappings
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