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Summary

CVE CVE-2021-28680

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-07 21:15:00 UTC

Updated 2021-12-13 18:28:00 UTC

Description The devise_masquerade gem before 1.3 allows certain attacks when a password's salt is unknown. An application that uses this gem to let administrators masquerade/impersonate users loses one layer of security protection compared to a situation where Devise (without this extension) is used. If the server-side secret_key_base value became publicly known (for instance if it is committed to a public repository by mistake), there are still other protections in place that prevent an attacker from impersonating any user on the site. When masquerading is not used in a plain Devise application, one must know the password salt of the target user if one wants to encrypt and sign a valid session cookie. When devise_masquerade is used, however, an attacker can decide which user the "back" action will go back to without knowing that user's password salt and simply knowing the user ID, by manipulating the session cookie and pretending that a user is already masqueraded by an administrator.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Devise Masquerade Project Devise Masquerade All All All All

References

Reference

CVE-2021-28680: One layer of security is lost when using devise_masquerade under certain circumstances in versions before 1.3 · Issue #83 · oivoodoo/devise_masquerade · GitHub

Laban Sköllermark | The Devise Extension That Peeled off One Layer of the Security Onion (CVE-2021-28680)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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