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Summary

CVE CVE-2021-28789

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-18 16:15:00 UTC

Updated 2022-05-20 20:56:00 UTC

Description The unofficial apple/swift-format extension before 1.1.2 for Visual Studio Code allows remote attackers to execute arbitrary code by constructing a malicious workspace with a crafted apple-swift-format.path configuration value that triggers execution upon opening the workspace.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple-swift-format Project Apple-swift-format All All All All

References

Reference Source Link Tags

Advisory #11 - RyotaK's Vuln DB MISC vuln.ryotak.me

Release Banned some configs from workspaces · vknabel/vscode-apple-swift-format · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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