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Summary

CVE CVE-2021-28827

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-20 19:15:00 UTC

Updated 2023-11-07 03:32:00 UTC

Description The Administration GUI component of TIBCO Software Inc.'s TIBCO Administrator - Enterprise Edition, TIBCO Administrator - Enterprise Edition, TIBCO Administrator - Enterprise Edition Distribution for TIBCO Silver Fabric, TIBCO Administrator - Enterprise Edition Distribution for TIBCO Silver Fabric, TIBCO Administrator - Enterprise Edition for z/Linux, TIBCO Administrator - Enterprise Edition for z/Linux, TIBCO Runtime Agent, TIBCO Runtime Agent, TIBCO Runtime Agent for z/Linux, and TIBCO Runtime Agent for z/Linux contains an easily exploitable vulnerability that allows an unauthenticated attacker to social engineer a legitimate user with network access to execute a Stored XSS attack targeting the affected system. A successful attack using this vulnerability requires human interaction from a person other than the attacker. Affected releases are TIBCO Software Inc.'s TIBCO Administrator - Enterprise Edition: versions 5.10.2 and below, TIBCO Administrator - Enterprise Edition: versions 5.11.0 and 5.11.1, TIBCO Administrator - Enterprise Edition Distribution for TIBCO Silver Fabric: versions 5.10.2 and below, TIBCO Administrator - Enterprise Edition Distribution for TIBCO Silver Fabric: versions 5.11.0 and 5.11.1, TIBCO Administrator - Enterprise Edition for z/Linux: versions 5.10.2 and below, TIBCO Administrator - Enterprise Edition for z/Linux: versions 5.11.0 and 5.11.1, TIBCO Runtime Agent: versions 5.10.2 and below, TIBCO Runtime Agent: versions 5.11.0 and 5.11.1, TIBCO Runtime Agent for z/Linux: versions 5.10.2 and below, and TIBCO Runtime Agent for z/Linux: versions 5.11.0 and 5.11.1.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Administrator 5.11.0 All All All

Application Tibco Administrator 5.11.0 All All All

Application Tibco Administrator 5.11.0 All All All

Application Tibco Administrator 5.11.1 All All All

Application Tibco Administrator 5.11.1 All All All

Application Tibco Administrator 5.11.1 All All All

Application Tibco Administrator All All All All

Application Tibco Administrator All All All All

Application Tibco Administrator All All All All

Application Tibco Runtime Agent 5.11.0 All All All

Application Tibco Runtime Agent 5.11.0 All All All

Application Tibco Runtime Agent 5.11.1 All All All

Application Tibco Runtime Agent 5.11.1 All All All

Application Tibco Runtime Agent All All All All

Application Tibco Runtime Agent All All All All
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Reference Source Link

Advisory | TIBCO Software CONFIRM www.tibco.com

TIBCO Security Advisory: April 20, 2021 - TIBCO Administrator - Enterprise Edition - 2021-28827 | TIBCO Software CONFIRM www.tibco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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