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Summary

CVE CVE-2021-28847

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-03 11:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description MobaXterm before 21.0 allows remote servers to cause a denial of service (Windows GUI hang) via tab title change requests that are sent repeatedly at high speed, which results in many SetWindowTextA or SetWindowTextW calls.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mobatek Mobaxterm All All All All

References

Reference Source Link Tags

MobaXterm Xserver with SSH, telnet, RDP, VNC and X11 - Home Edition CONFIRM mobaxterm.mobatek.net

MobaXterm Xserver with SSH, telnet, RDP, VNC and X11 - Preview MISC mobaxterm.mobatek.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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