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Summary

CVE CVE-2021-29218

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC

Updated 2022-02-09 16:51:00 UTC

Description A local unquoted search path security vulnerability has been identified in HPE Agentless Management Service for Windows version(s): Prior to 1.44.0.0, 10.96.0.0. This vulnerability could be exploited locally by a user with high privileges to execute malware that may lead to a loss of confidentiality, integrity, and availability. HPE has provided software updates to resolve the vulnerability in HPE Agentless Management Service for Windows.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hpe Agentless Management All All All All

Hardware Hpe Apollo 20 - All All All

Hardware Hpe Apollo 2000 Gen 10 Plus - All All All

Hardware Hpe Apollo 6500 - All All All

Hardware Hpe Apollo 6500 Gen10 Plus - All All All

Hardware Hpe Apollo 80 - All All All

Application Hpe Proliant Agentless Management All All All All

Hardware Hpe Proliant Dl - All All All

Hardware Hpe Proliant Ml - All All All

Hardware Hpe Synergy 480 Gen9 - All All All

Hardware Hpe Synergy 620 Gen9 - All All All

Hardware Hpe Synergy 660 Gen9 - All All All

Hardware Hpe Synergy 680 Gen9 - All All All

Operating System Microsoft Windows - All All All
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Document Display | HPE Support Center MISC support.hpe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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