CVE-2021-29262

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-29262
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-04-13 07:15:00 UTC
Updated 2023-11-07 03:32:00 UTC

Description When starting Apache Solr versions prior to 8.8.2, configured with the SaslZkACLProvider or VMParamsAllAndReadonlyDit

1|

/ |

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Solr All All All All
Reference

Pony Mail!

April 2021 Apache Solr Vulnerabilities in NetApp Products | NetApp Product Security

Pony Mail!

[ijackrabbit-oak-issues] 20210730 [jira] [Updated] (OAK-9520) CVE-2021-29262 in oak-solr-osgi
Pony Mail!

[jackrabbit-oak-issues] 20211006 [jira] [Updated] (OAK-9520) CVE-2021-29262 in oak-solr-osgi
[jackrabbit-oak-commits] 20210730 [jackrabbit-oak] branch trunk updated: OAK-9520 | Updating solr version to handle/fix CVE-2021-29262 (#
[jackrabbit-oak-issues] 20210730 [jira] [Created] (OAK-9520) CVE-2021-29262 in oak-solr-osgi
[jackrabbit-oak-issues] 20210730 [jira] [Commented] (OAK-9520) CVE-2021-29262 in oak-solr-osgi
Pony Mail!

Pony Mail!

Pony Mail!

[jackrabbit-oak-issues] 20210730 [jira] [Commented] (OAK-9520) CVE-2021-29262 in oak-solr-osgi



https://cve.report/
https://cve.report/CVE-2021-29262/mitre
https://cve.report/CVE-2021-29262/nist
https://cve.report/CVE-2021-29262/cve_org
https://cve.report/CVE-2021-29262.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/solr
https://lists.apache.org/thread.html/r1e92a2eff6c47a65c4a6e95e809a9707181de76f8062403a0bea1012@%253Coak-issues.jackrabbit.apache.org%253E
https://security.netapp.com/advisory/ntap-20210604-0009/
https://lists.apache.org/thread.html/ref84e60192f4bdc3206b247f260513e8d4e71f3e200792f75386d07a@%253Cdev.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r1e92a2eff6c47a65c4a6e95e809a9707181de76f8062403a0bea1012%2540%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r1171f6417eeb6d5e1206d53e2b2ff2d6ee14026f8b595ef7d8a33b79@%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r8d35eeb9a470d2682b5bcf3be0b8942faa7e28f9ca5861c058d17fff%2540%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/rd85f87e559ee27e9c69795e3ad93a77621895e0328ea3df41d711d72%2540%253Coak-commits.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r51b29ff62060b67bc9999ded5e252b36b09311fe5a02d27f6de3e4d3%2540%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/rbc680cbfd745f22d182158217428a296e8e398cde16f3f428fe4bddc%2540%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r7151081abab92a827a607205c4260b0a3d22280b52d15bc909177608@%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r536da4c4e4e406f7843461cc754a3d0a3fe575aa576e2b71a9cd57d0%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/rbc680cbfd745f22d182158217428a296e8e398cde16f3f428fe4bddc@%253Coak-issues.jackrabbit.apache.org%253E
https://lists.apache.org/thread.html/r7151081abab92a827a607205c4260b0a3d22280b52d15bc909177608%2540%253Coak-issues.jackrabbit.apache.org%253E
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[jackrabbit-dev] 20210730 [GitHub] [jackrabbit-oak] nit0906 merged pull request #334: OAK-9520 | Updating solr version to handle/fix CVE-20
Pony Mail!

[jackrabbit-oak-issues] 20210730 [jira] [Resolved] (OAK-9520) CVE-2021-29262 in oak-solr-osgi

[jackrabbit-dev] 20210730 [GitHub] [jackrabbit-oak] nit0906 opened a new pull request #334: OAK-9520 | Updating solr version to handle/fix C
Pony Mail!

[iackrabbit-oak-issues] 20210730 [jira] [Assigned] (OAK-9520) CVE-2021-29262 in oak-solr-osgi
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CVE Program record

NVD vulnerability detail

/ |

Vendor Comments And Credit

Discovery Credit
LEGACY: Timothy Potter and Mike Drob, Apple Cloud Services

Legacy QID Mappings

150446 Apache Solr Information Disclosure Vulnerability (CVE-2021-29262)

980495 Java (maven) Security Update for org.apache.solr:solr-core (GHSA-jgcr-fg3g-qvwa8)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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