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CVE CVE-2021-29281
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-07 21:15:00 UTC
Updated 2022-07-15 02:08:00 UTC
Description File upload vulnerability in GFI Mail Archiver versions up to and including 15.1 via insecure implementation of Telerik Web |

/ |

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language

Application Gfi Archiver All All All All

References

Reference Source
Email Archiving Solutions for Exchange, Office 365 and other servers | GFI Archiver MISC
CWE - CWE-434: Unrestricted Upload of File with Dangerous Type (4.3) MISC
GFI Mail Archiver 15.1 - Telerik Ul Component Arbitrary File Upload (Unauthenticated) Exploit - Amin Bohio MISC
Unrestricted File Upload | OWASP Foundation MISC

GFI Mail Archiver 15.1 - Telerik Ul Component Arbitrary File Upload (Unauthenticated) - Multiple webapps Exploit MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
www.gfi.com
cwe.mitre.or
aminbohio.c
owasp.org
www.exploit-

WWW.CVe.Oor¢

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2021-29281/mitre
https://cve.report/CVE-2021-29281/nist
https://cve.report/CVE-2021-29281/cve_org
https://cve.report/CVE-2021-29281.pdf
http://cve.report/vendor/gfi
http://cve.report/software/gfi/archiver
https://www.gfi.com/products-and-solutions/network-security-solutions/gfi-archiver
https://cwe.mitre.org/data/definitions/434.html
https://aminbohio.com/gfi-mail-archiver-15-1-telerik-ui-component-arbitrary-file-upload-unauthenticated-exploit/
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
https://www.exploit-db.com/exploits/50181
https://www.cve.org/CVERecord?id=CVE-2021-29281
https://nvd.nist.gov/vuln/detail/CVE-2021-29281
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