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Summary

CVE CVE-2021-29439

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-13 20:15:00 UTC

Updated 2023-11-06 22:15:00 UTC

Description The Grav admin plugin prior to version 1.10.11 does not correctly verify caller's privileges. As a consequence, users with the permission `admin.login` can install third-party plugins and their dependencies. By installing the right plugin, an attacker can obtain an arbitrary code execution primitive and elevate their privileges on the instance. The vulnerability has been addressed in version 1.10.11. As a mitigation blocking access to the `/admin` path from untrusted sources will reduce the probability of exploitation.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getgrav Grav Admin All All All All

References

Reference Source Link Tags

Merge branch 'release/1.10.11' · getgrav/grav-plugin-admin@a220359 · GitHub MISC github.com

Plugins can be installed with minimal admin privileges · Advisory · getgrav/grav-plugin-admin · GitHub CONFIRM github.com

Grav CMS 1.7.10 - Code Execution Vulnerabilities MISC blog.sonarsource.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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