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Summary

CVE CVE-2021-29499

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-07 21:15:00 UTC

Updated 2021-05-19 18:53:00 UTC

Description SIF is an open source implementation of the Singularity Container Image Format. The `siftool new` command and func siftool.New() produce predictable UUID identifiers due to insecure randomness in the version of the `github.com/satori/go.uuid` module used as a dependency. A patch is available in version >= v1.2.3 of the module. Users are encouraged to upgrade. As a workaround, users passing CreateInfo struct should ensure the `ID` field is generated using a version of `github.com/satori/go.uuid` that is not vulnerable to this issue.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sylabs Singularity Image Format All All All All

References

Reference Source Link Tags

Predictable SIF UUID Identifiers · Advisory · sylabs/sif · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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184556 Debian Security Update for golang-github-sylabs-sif (CVE-2021-29499)

982560 Go (go) Security Update for github.com/sylabs/sif (GHSA-4gh8-x3vv-phhg)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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