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CVE CVE-2021-29509
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-11 17:15:00 UTC
Updated 2022-10-27 12:39:00 UTC
Description Puma is a concurrent HTTP 1.1 server for Ruby/Rack applications. The fix for CVE-2019-16770 was incomplete. The origin
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Application Puma Puma All All All All

Reference Source Link Tags
Security Policy - puma/puma - GitHub MISC github.com

Puma: Multiple Vulnerabilities (GLSA 202208-28) — Gentoo security GENTOO  security.gentoo.org
[SECURITY] [DLA 3083-1] puma security update MLIST lists.debian.org

puma | RubyGems.org | your community gem host MISC rubygems.org

Puma keepalive patch - GitHub MISC gist.github.com

Keepalive Connections Causing Denial Of Service in puma - Advisory - puma/puma - GitHub ~ CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-29509/mitre
https://cve.report/CVE-2021-29509/nist
https://cve.report/CVE-2021-29509/cve_org
https://cve.report/CVE-2021-29509.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/puma
http://cve.report/software/puma/puma
https://github.com/puma/puma/security/policy
https://security.gentoo.org/glsa/202208-28
https://lists.debian.org/debian-lts-announce/2022/08/msg00015.html
https://rubygems.org/gems/puma
https://gist.github.com/nateberkopec/4b3ea5676c0d70cbb37c82d54be25837
https://github.com/puma/puma/security/advisories/GHSA-q28m-8xjw-8vr5
https://www.cve.org/CVERecord?id=CVE-2021-29509
https://nvd.nist.gov/vuln/detail/CVE-2021-29509

180214 Debian Security Update for puma (CVE-2021-29509)

180972 Debian Security Update for puma (DLA 3083-1)

239895 Red Hat Update for Satellite 6.10 (RHSA-2021:4702)

354428 Amazon Linux Security Advisory for rubygem-puma : ALAS2022-2022-051
710598 Gentoo Linux Puma Multiple Vulnerabilities (GLSA 202208-28)

753159 SUSE Enterprise Linux Security Update for rubygem-puma (SUSE-SU-2022:1515-1)
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