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CVE-2021-29539 - advisory for GHSA-g4h2-ggm3-c9wq
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ossauavurceriumsucainas  Gertain versions of Tensorflow from Google contain the foIIowing
vulnerability:

TensorFlow is an end-to-end open source platform for machine
learning. Calling

“tf.raw_ops.ImmutableConst (https://www.tensorflow.org/api_docs/python/tf/raw_ops/Immutabl
with a "dtype” of "tf.resource’ or "tf.variant’ results in a segfault in the implementation as code
assumes that the tensor contents are pure scalars. We have patched the issue in
41663d4b8f0bec1b48da6fa091a7d29609980fa4 and will release TensorFlow 2.5.0 containing
the patch. TensorFlow nightly packages after this commit will also have the issue resolved. If
using “tf.raw_ops.ImmutableConst’ in code, you can prevent the segfault by inserting a filter
for the "dtype” argument.

CVE-2021-29539 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () tensorflow - tensorflow version < 2.1.4
Affected Vendor/Software: Q tensorflow - tensorflow version >= 2.2.0, < 2.2.3
Affected Vendor/Software: Q tensorflow - tensorflow version >= 2.3.0, < 2.3.3

Affected Vendor/Software: Q tensorflow - tensorflow version >= 2.4.0, < 2.4.2
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CVSS3 Score: [SSEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
LOW [INOKE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
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) CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-g4h2-ggm3-

github.com/tensorflow/tensorflow/commit/4{663d4b8f0bec1b48da6fa091a7d29609980fa4

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

982509 Python (pip) Security Update for tensorflow-gpu (GHSA-g4h2-ggm3-c9wq)
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No vendor comments have been submitted for this CVE
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