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Summary

CVE CVE-2021-29630

State PUBLIC

Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-30 19:15:00 UTC

Updated 2021-12-14 21:37:00 UTC

Description In FreeBSD 13.0-STABLE before n246938-0729ba2f49c9, 12.2-STABLE before r370383, 11.4-STABLE before r370381, 13.0-RELEASE before p4, 12.2-RELEASE before p10, and 11.4-RELEASE before p13, the ggatec daemon does not validate the size of a response before writing it to a fixed-sized buffer allowing a malicious attacker in a privileged network position to overwrite the stack of ggatec and potentially execute arbitrary code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 11.4 - All All

Operating System Freebsd Freebsd 11.4 p1 All All

Operating System Freebsd Freebsd 11.4 p10 All All

Operating System Freebsd Freebsd 11.4 p11 All All

Operating System Freebsd Freebsd 11.4 p12 All All

Operating System Freebsd Freebsd 11.4 p13 All All

Operating System Freebsd Freebsd 11.4 p2 All All

Operating System Freebsd Freebsd 11.4 p3 All All

Operating System Freebsd Freebsd 11.4 p4 All All

Operating System Freebsd Freebsd 11.4 p5 All All

Operating System Freebsd Freebsd 11.4 p6 All All

Operating System Freebsd Freebsd 11.4 p7 All All

Operating System Freebsd Freebsd 11.4 p8 All All

Operating System Freebsd Freebsd 11.4 p9 All All

Operating System Freebsd Freebsd 12.2 - All All

Operating System Freebsd Freebsd 12.2 p1 All All

Operating System Freebsd Freebsd 12.2 p10 All All
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Operating System Freebsd Freebsd 12.2 p10 All All

Operating System Freebsd Freebsd 12.2 p2 All All

Operating System Freebsd Freebsd 12.2 p3 All All

Operating System Freebsd Freebsd 12.2 p4 All All

Operating System Freebsd Freebsd 12.2 p5 All All

Operating System Freebsd Freebsd 12.2 p6 All All

Operating System Freebsd Freebsd 12.2 p7 All All

Operating System Freebsd Freebsd 12.2 p8 All All

Operating System Freebsd Freebsd 12.2 p9 All All

Operating System Freebsd Freebsd 13.0 - All All

Operating System Freebsd Freebsd 13.0 p1 All All

Operating System Freebsd Freebsd 13.0 p2 All All

Operating System Freebsd Freebsd 13.0 p3 All All

References

Reference Source Link Tags

security.FreeBSD.org/advisories/FreeBSD-SA-21:14.ggatec.asc MISC security.FreeBSD.org

CVE-2021-29630 FreeBSD Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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