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Summary

CVE CVE-2021-29703

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-24 19:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description Db2 for Linux, UNIX and Windows (includes Db2 Connect Server) is vulnerable to a denial of service as the server terminates abnormally when executing a specially crafted SELECT statement. IBM X-Force ID: 200659.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Hp-ux - All All All

Operating System Ibm Aix - All All All

Application Ibm Db2 10.1 All All All

Application Ibm Db2 10.5 All All All

Application Ibm Db2 11.1 All All All

Application Ibm Db2 11.5 All All All

Application Ibm Db2 9.7 All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Oracle Solaris - All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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