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Summary

CVE CVE-2021-29906

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-08 18:15:00 UTC

Updated 2021-10-15 16:16:00 UTC

Description IBM App Connect Enterprise Certified Container 1.0, 1.1, 1.2, 1.3, 1.4 and 1.5 could disclose sensitive information to a local user when it is configured to use an IBM Cloud API key to connect to cloud-based connectors. IBM X-Force ID: 207630.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm App Connect Enterprise Certified Container 1.0.0 All All All

Application Ibm App Connect Enterprise Certified Container 1.1.0 All All All

Application Ibm App Connect Enterprise Certified Container 1.2.0 All All All

Application Ibm App Connect Enterprise Certified Container 1.3.0 All All All

Application Ibm App Connect Enterprise Certified Container 1.4.0 All All All

Application Ibm App Connect Enterprise Certified Container 1.5.0 All All All

Application Redhat Openshift - All All All

References

Reference

Security Bulletin: IBM App Connect Enterprise Certified Container could disclose sensitive information to a local user when it is configured to use an IBM Cloud API key to connect to cloud-based connectors (CVE-2021-29906)

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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