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Summary

CVE CVE-2021-29943

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-13 07:15:00 UTC

Updated 2021-06-08 13:51:00 UTC

Description When using ConfigurableInternodeAuthHadoopPlugin for authentication, Apache Solr versions prior to 8.8.2 would forward/proxy distributed requests using server credentials instead of original client credentials. This would result in incorrect authorization resolution on the receiving hosts.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr All All All All

References

Reference Source Link Tags

April 2021 Apache Solr Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Pony Mail! MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Geza Nagy

Legacy QID Mappings

982329 Java (maven) Security Update for org.apache.solr:solr-parent (GHSA-vf7p-j8x6-xvwp)

https://cve.report/
https://cve.report/CVE-2021-29943/mitre
https://cve.report/CVE-2021-29943/nist
https://cve.report/CVE-2021-29943/cve_org
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